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® Object-oriented programming (OOP)
® Database (SQL)

® JSON, XML, YML

® API (RESTful, GraphQL)

co . o N C . . . o
Q00§ programming 607 32D3QV § M C:0DME0 Object-oriented programming 09 cal
2000 00P Al
34P23:(YC OOP 3 93§ 600D 60CN(G:607 AWOCE:C 0C[130m gpolodwdl
OOP [o] o C O O C co c _C o

0% 6009 §2:00P0 6§00 COME AWOC ®

c e o
ESCDDQJ:D c?OJ) GO’b)UJ) 010 (T.L)

o, Je, o ¢ c _c ° c (‘0("‘] cedo
GCDGOQ%P%P C)fl)o(IDu[So (Y.B(D‘?’DOGC\)QG]_C @O&)'?') 608@03(71) ‘%CO OO0l 3 code 0?

c o T o ¢ o c oMc C o o c . -’] oc
U.)(D(.\? (232 (.\?(TJ(.\?O CTJ(DC\?@O)OQ’JEUJ(D 0020 &L)OO@ magic code 60D GU)G?G]_O Qoo

o Oc
C
edII
Database )C:67607) 6000DOE0IM 326634300001 316060 3280 M312020 SQL M3
L °7 A k0 061 qPe o - 5 28l CP_,‘?(_ L
600 ©[goues 600 0lewdN SQL 03 saoamoo(Grgceon) MS SQL [4o(go
[ [ [ ocC C [¢]
MySQL (40[4® 60pamgom 3250C6[golad9ewdi Database 1603 data 60303
ocC ocC 2] o C C [o] C oC C o
B§20562602(Ge A332000) data 6ORM gPEY 60:010DLON Developer 03C:6 [YOLEs 0O
c oc (’ L o o L 1 o L
Qop2 320C: 00030l
o L L

SELECT name, age from students;

C N N (o] o]
3200000] code 00 database 9, students table COOD name $C age 0D SQOO0D002520
ol
(%

JSON, XML, YML 6090603 programmer o*%cC:z e@og 06s a%a)gooé text format 603
ol

JSON (JavaScript Object Notation) 60’6)0’?) Restful APT 60) 2 6@&)@&? O{):@Or]O’JQSII 632
Co C eo . l C C o o f] C eo o cC O ’]
§C:09uOM(§26027 programming language 603600YPgP2e Vloc(Gsamz [goayal

||name|| : "Mg Mgll’
"age" : 23,
"teacher" : false



o

oaé 330905 qgo?qusd]moﬁ%u

XML 006037 32§ C0 JSON popular ©[§05C $C Restful popular 0[q03C09§200 SOAP
60303 API 32090 3209:qp:[030loudN 353 33[§095:M607 XML m 6236(gdulon

HTML 00602) Hypertext Markup Language (HTML) @5)@3 XML 00602 Extensible

[ C C oo =]
Marl:up Language (XML) @mﬂoooou HTML , XML o0 6€)3000:0000 Q© 0O @o']
eslob]]!

<person teacher=false>
<name>Mg Mg</name>
<age>23</age>
</person>

JSON C\o?qj) |3 @&GO@O@ XML 0 attribute , node value ©02060) 33@6 Document Object

Model (DOM) § 0522000 320096((3PC programming GCQQODD® junior 603 30PN

32900323 [§00O0loowdI

YAML 60 ec?')(YSE:)cC:S?O config file (;)o")qi%d’?qut)zmo']mcﬁll API request response

C o o cC O % C N C %

60D COM config OOEODZPOIM ozaeoce@o']oooou YAML §), 32§ 2060200000607
g.l c c c ' © © : . Jc c °

$P02$p0:s0$:00001 YAML Ain't Markup Language 00 YAML §), 32§ @@ee(ﬂn

name: Mg Mg
age: 23
teacher: false

o c
0000WO 320C
o] [ o C (‘u "]
020D 323DCEIE0N) egloqloo[gcoo I
® Web Development

® Mobile App Development
® App Development for OS (Windows/Linux/Mac)
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® Frontend (jQuery, Javascript, React]S, Angular, VuelS)
® Backend (PHP, Java, NodelS, Python, Ruby On Rail)
® FullStack (Frontend + Backend)
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This is a blockquote with two paragraphs. Lorem ipsum dolor sit amet,
consectetuer adipiscing elit. Aliquam hendrerit mi posuere lectus.
Vestibulum enim wisi, viverra nec, fringilla in, laoreet vitae, risus.

Donec sit amet nisl. Aliquam semper ipsum sit amet velit. Suspendisse
id sem consectetuer libero luctus adipiscing.
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adipiscing elit. Aliquam hendrerit mi posuere lectus. Vestibulum enim wisi, viverra nec,

fringilla in, laoreet vitae, risus.

Donec sit amet nisl. Aliquam semper ipsum sit amet velit. Suspendisse id sem

consectetuer libero luctus adipiscing.
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<p>This is a normal paragraph:</p>
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<?php
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DRY (Don’t Repeat Yourself)
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Every piece of knowledge must have a single, unambiguous, authoritative representation

within a system - The Pragmatic Programmer
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YAGNI (You Aren’t Gonna Need It)
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do the simplest thing that could possibly work
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® Single Responbility Principle

® Open Close Principle

® [Liskov Substitution Principle

® [nterface Segregation Principle

® Dependency Inversion Principle
Single Responbility Principle (SRP)

A class should have one, and only one, reason to change.
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class Book {
public function save() {

¥
public function update() {
¥
public function share() {
¥
}
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class ShareService {
public function share() {
¥
}
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Open Close Principle (OCP)

Software entities (classes, modules, functions, etc.) should be open for extension, but
closed for modification
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class Login

{
public function googleLogin()

{



echo "Login with google";

}
public function FacebookLogin()
{

echo "Login with Facebook";
}

class LoginController

{
public function login($type)
{
$login = new Login();
if ($type == "google") {
$login->googleLogin();
ks
else if ($type == "facebook") {
$login—>facebookLogin();
}
¥
}
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interface LoginInterface

{
public function login()

}

class GoogleLogin implements LoginInterface
{
public function login() {
echo "Google Login";
¥
s

class FacebookLogin implements LoginInterface
{
public function login() {
echo "Facebook Login";

}
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class LoginController

{

public function login(LoginInterface $type) {

$type—>login();
¥
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$conroller = new LoginController();
$controller—>login(new GoogleLogin());
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Liskov substitution principle (LSP)
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Objects in a program should be replaceable with instances of their subtypes without

altering the correctness of that program
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class Square extends Rectangle

{
public function setWidth(int $width): void {
$this—>width = $width;
$this—>height = $width;
}
public function setHeight(int $height): void {
$this—>width = $height;
$this—>height = $height;
}
i
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public function testCalculateAreal()

{
$shape = new Rectangle();
$shape->setWidth(10);
$shape—>setHeight(2);
$this—>assertEquals($shape->calculateArea(), 20);
$shape->setWidth(5);
$this—>assertEquals($shape->calculateArea(), 10);
}
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<?php

interface PaymentMethod {
public function processPayment();

}

class CreditCardPayment implements PaymentMethod {
public function processPayment() {
// Implement the payment processing logic for credit cards
}
b

class DebitCardPayment implements PaymentMethod {
public function processPayment() {
// Implement the payment processing logic for debit cards
}
}

class CashPayment implements PaymentMethod {
public function processPayment() {
throw new Exception("Cash payments are not supported");
}
}

class Checkout {
public function processPayment(PaymentMethod $paymentMethod) {
try {
$paymentMethod—>processPayment();
} catch (Exception $e) {
// Handle the exception for unsupported payment methods
echo "Error: " . $e->getMessage();



}

// Example usage

$checkout = new Checkout();

$paymentMethod = new CashPayment(); // Try changing to CreditCardPayment or
DebitCardPayment

$checkout—>processPayment($paymentMethod);
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Interface segregation principle (ISP)

Clients should not be forced to depend upon interfaces that they do not use
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interface Exportable

{
public function getPDF();
public function getCSV();

Exportable interface € getPDF , getCSV SE)L)@ abstract function 62002502 6030%60']

c
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class Invoice implements Exportable

{
public function getPDF() {
Y7
}
public function getCSV() {
/] v
}
}

class CreditNote implements Exportable

{
public function getPDF() {
throw new \NotUsedFeatureException();

}
public function getCSV() {
VY
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interface ExportablePdf

{
public function getPDF();
¥
interface ExportableCSV
{
public function getCSV();
¥
class Invoice implements ExportablePdf, ExportableCSV
{
public function getPDF() {
//
}
public function getCSV() {
//
}
¥
class CreditNote implements ExportableCSV
{
public function getCSV() {
//
}
¥
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Dependency inversion principle (DIP)

1. High-level modules should not depend on low-level modules. Both should depend on
abstractions.

2. Abstractions should not depend upon details. Details should depend upon abstractions.
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class Databaselogger

{
public function logError(string $message)
{
/] ..
}
b

class MailerService

{
private DatabaselLogger $logger;
public function __construct(DatabaseLogger $logger)
{
$this—>logger = $logger;
}
public function sendEmail()
{
try {
/] ..
} catch (SomeException $exception) {
$this—>logger->logError($exception->getMessage());
¥
}
¥
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interface LoggerInterface

{

public function logError(string $message): void;

}

class DatabaselLogger implements LoggerInterface

{
public function logError(string $message): void
{
// ..
¥
¥

class MailerService
{

private LoggerInterface $logger;

public function sendEmail()



try {
/] .

} catch (SomeException $exception) {
$this—>logger—>logError($exception—>getMessage());

}
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1. View (UI) 020 ViewModel(Presenter) 03@ 3’3&?6(\?601()005"
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1. Presentation Layer
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o(fe O C
20[qs §olooddn
q[|,60300607)
1. Presentation Layer
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® Entities (Model)
® [Jse Cases

® Repositories Interfaces
o C
60p §oloowdi
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.. N N . . o (o]
Entities 006020 Model isaorlalorlalo"lou Use Case 00602 Business logic €2 33:1?3[9[909 Use
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Real world
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v @ ExampleMVVM

> @m Application
v @ Presentation

v @s MoviesScene
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mm Flows

v mms MoviesList
> mm ViewModel
> mm View

mm» MovieDetails
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v @ Domain

v
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> mm UseCases
v @ Interfaces
> @ Repositories

v @ Data
> @@ Repositories

> mm Network
> @ PersistentStorages

v @ Infrastructure
> @ Network
> @@ Common

> mm Resources

Source code from : https://github.com/kudoleh/iOS-Clean-Architecture-MVVM
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)] @ G].° °

Feature: Create Blog Post
Scenario: Successful Post
Given Post information

When User has Login

Then Check Post validation
When Post has valid

Then Save in database

Scenario: Fail User Not Login Post
Given Post information
When User has not Login
Then Show Error

Scenario: Fail Post not valid
Given Post information
When User has Login
Then Chekc Post Validation
When Post validation fail
Then Show Error
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Guest Guest Guest
Operating Operating Operating
System System System

Hypervisor
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production server (.\'.)@8 GGI)O’JGGT) S'BCYL)()GC\?OGO’J?O’J')GO’E’) @l@%ﬁg?ﬁﬁﬂll Ubuntu QJ:O

c c c c c c c
GG]_oaDoGOGOQ 000N WO deploy C\?OG]_OD@ oS Me0) CentOS @(DG:?CD@ 838.’]?2 C\?QJC

C C ocC C C C .
200) package 609 0602603 (§OOlaSgLLOI 0303loIOECD ubuntu version VI

o

[o] [ C
package 603 @006 ﬂooooo']oooou



co

sle[op¢ 39965503260 Docker Image 0 6[pCs Lq 3200: @lo']oooan Container 8000

00602 Docker Image 0’% docker platform eo'@;o run Q\B Glesaoc e@acomc\?moooo']u

Docker Contai I c o o ¢ C c c c C 0S K
ocker Container GJ:D (T.&I?GU)’JO’.L)O C\'L)QJCODEO C\BOGED’JCGGUJ @03008 GU) package

c c c co o)
GU) 33(7)?0100010’)03” C\)O’)G] OS (D GOO?(T)O 20520 hOSt SBG§§ O’J&)G]G§(§|O’J(DII
o
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Install Docker

. . cC O o] ocC Cc
https://docs.docker.com/engine/install/ubuntu/ 2 docker 2QCs M GC\?C\)D%COWOOODII
o] . . o C (o o ocC C
Docker 22 Windows/Mac/Linux eal-s ogcg[(__]z saa?g[gﬁcof]oowu

Example

docker pull ubuntu

N

o] C . o o C C s . v~ O C
30§ C ubuntu docker image O quJC\?mom(ﬂu ©0DCO0ED ubuntu image O c}]o']eoazoooou
. C
container e[Q@ea)zo']oRzll

docker images

\ (o] C C N (o] C . C
333'1306106093 OANAOE §a0) images 603 e(o:)[geogeoo']u
L o 1 1 o o 1

o c _c
Image (7? run QJCqCGUJ?

docker run -dit -v /Users/username/shared:/var/www/sample —p 9091:80 -e LANG=C.UTF-8 -e
LC_ALL=C.UTF-8 ubuntu

o ¢C . [} . C o 2]
sqe?qc ubuntu image O? container O’J(DEL; 6300M C\? 0’] I

-d | docker container o3 esmdaRuden run (G container ID cood(gq$
i L | o 1 L

-i | Keep STDIN open even if not attached

-t | Allocate a pseudo-TTY

cCOo (of (o] N [of (of (o] o C
cooos] 000 Mm file 0? docker ﬁ;o attach orge”coog 333'1?0 -V 0? o?zof]oooou

1

-v [host file pathl:[docker file path]

-v 9091:80



ac:i)el{: docker 0O port 80 (06§ port localhost 9091 (7% @% forward C\}_)(C)CDDSODOr]II
docker port 09 COMO§ os O port O forward 002020 323led -p M saoo[g olooddi
p 1 N port 09 Torward CQOJ| 2 R R 259l

\-e 0D602) environment ol

—e LANG=C.UTF-8 -e LC_ALL=C.UTF-8
[ ¢ O

N N C C C . . C
33l 60la3qC 003lode encoding issue 603 (4002020 COPIEN:0:0 N

docker ps

o ¢

(o . [o]
3D€)C run 0023200 docker container D eooele:)d]u
L ) L Oo L]

-+ shared docker run -dit -v /Users/htainlinshwe/shared:/var/www/sample -p 9091:80 -e LANG=C.UTF-8 -e LC_ALL=C.UTF-8 ubuntu
74fc52ec5c5b9dd1c9ed6@f 7f29cb2585eae92df51419e87e928eecf420e809¢

-+ shared docker ps
CONTAINER ID IMAGE COMMAND  CREATED STATUS PORTS NAMES
74fc52ec5¢5b  ubuntu "bash" 8 seconds ago Up 7 seconds 0.0.0.0:9091->80/tcp sleepy_tu

Shell

docker ps $8:%61(C: container ID qmj[gll :3’\38']8:%616 shell 0O Oé&%&lo']@ll

docker exec -it [containerID] /bin/bash

. . o
Container © image 20
. [ Y . \ cre o C C C C (e (e [o]
docker container eal -lee) shell script .§°OC@° Q32020 software QP O OgC[g[g e

C

C C cC O . o . C
§C (R|§60003 container 0 image s[gpczaleddn
docker ps

$°container ID 0% %qé@éd}n @616

docker commit [containerID]



-+ ~ docker ps

CONTAINER ID IMAGE COMMAND  CREATED STATUS PORTS NAMES
74fc52ec5¢c5b  ubuntu "bash" 22 hours ago Up 12 minutes ©0.0.0.0:9091->80/tcp sleepy_tu
+ ~ docker commit 74fc52ec5c5b

sha256:31ac4941991beada9f4e9cd4394f7643abca5f7faa98ab99e7edcbe3383a59f

-+ ~ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
<none> <none> 31ac4941991b 3 seconds ago 274MB

docker images

63[0005000) 328l60607) REPOSITORY Tag §, image a@mdaon0lewdi

docker tag [IMAGE ID] [NEW NAME]

~ docker tag 31ac4941991b hi_vim
~ docker images
TAG IMAGE ID CREATED
latest 31ac4941991b About a minute ago
latest cd3db666e31@ 4 weeks ago
latest 577410342f45 6 weeks ago
latest babacccedd29 2 months ago

+ ~ docker stop 74fc52ec5c5b
74fc52ec5c5b

+ ~ docker rm 74fc52ec5c5b
74fc52ec5c5b

docker stop [Container ID]
COMNE§ run 6§20 container 09 §OGUNI
ﬂ run c? @ container 7 61 o
docker rm [Container ID]

cCoO (o} . (o] ¢ O ¢ (=)
QOO run COD20 D) container (7 «“ma?oo(ﬂ[gu

-+ ~ docker run -dit -v /Users/htainlinshwe/shared:/var/ww/sample -p 9091:80 -e LANG=C.UTF-8 -e LC_ALL=C.UTF-8 hi_vim
ce9c4ace33b88b365fb8319665a0a2c3bb31ef52c8b6fb1374c9e3a3623ebcdc
-+ ~ docker ps

CONTAINER ID IMAGE COMMAND  CREATED STATUS PORTS NAMES
ce9c4ace33b8 hi_vim "bash" 4 seconds ago Up 3 seconds ©0.0.0.0:9091->80/tcp ecstatic_jemison

- o~

docker run -dit -v /Users/username/shared:/var/www/sample —-p 9091:80 -e LANG=C.UTF-8 -e
LC_ALL=C.UTF-8 hi_vim



[ oC N % Y .
docker run 0607 32§ C3200C:0l0N 6[PC20d 902000060 image name Olil 329
. \ o C C
image hi_vin & run 002203020lEDLON

~ docker exec -it ce9c4ace33b8 /bin/bash

root@ce9c4ace33bs8:/# I

2] C . (of N

[98610 docker ps 006§ container ID (IL)(I)()r]II docker exec —-it [container id] /bin/bash $,
C 90 Co o C ft k O o C C "]

0C[Ge agCz0m:00p) software 607 package 603 §§,000: 001300l

Publish to Docker Hub

o 0C o OC C . c o) c c (e N
Image 00 CQODC: 203S§CE320C publish C\)OOO’)SC\')&]_(S]UJODII Gc?’)()’.)bg server (TJGc? &)ql
L L L L L o o

L
[ [of [%

o

o C . o C o C s .

Q0§ e30C publish 32¢)C C\?OC\gqof]oooou Docker hub ©002|CO private repo 320900 0
[of . [¢] o ocC C

qC gitlab (0 repo 03 3200¢[gSCUloDWON

L

Wdockerhub Q Search for great content (e.g., mysql) Explore  Repositories  Organizations Help ¥ @ saturngod ¥
Repositories Create Using 0 of 1 private repositories. Get more
Create Repository Pro tip

You can push a new image to this repository using the CLI

saturngod
docker tag local-image:tagname new-repo:tagname
docker push new-repo:tagname
Make sure to change tagname with your desired image repository
tag.
Visibility

Using 0 of 1 private repositories. Get more

Public ® Private &
Appears in Docker Hub search results Only visible to you

Cancel

https://hub.docker.com &0 login oC @8 Create Repository C\?(c)oflll

cC O

C (e [%
Repo name 008[9 Create C\?OC\?O’JOI]II



vdockerhub Q Search for great content (e.g., mysql) Explore  Repositories  Organizations Help ¥ @ saturngod ¥

saturngod Repositories hi_vim Using 0 of 1 private repositories. Get more

General Tags Builds Collaborators Webhooks Settings

@ Advanced Image Management

View preview
View all your images and tags in this repository, clean up unused content, recover untagged images. Available with Pro, Team and Business subscriptions.

® saturngod/hi_vim Docker commands

testing docker /' To push a new tag to this repository,

@ Last pushed: never docker push saturngod/hi_vim:tagname

Tags and Scans @ VULNERABILITY SCANNING - DISABLED Automated Builds
Enable
Manually pushing images to Hub? Connect your account to GitHub or
This repository is empty. When it's not empty, you'll see a list of the most recent tags here. Bitbucket to automatically build and tag new images whenever your
code is updated, so you can focus your time on creating.

Available with Pro, Team and Business subscriptions.

Upgrade to Pro Learn more

Readme @

Repository description is empty. Click here to edit.

c c o] c c
33? (QJ?GCD’JOO saturngod/hi_vim repo ('7? create (l?()CD’.)gOr]CDODII
=) c
[GsgiC

docker login

[ [¢] . . C C o] o C o]
[§C docker hub 03 command line 16§ login 32§C 0CAM:E AOCloDLOI WOE3COLGEIM

N cCo [of C o ¢ O ocC

password 32®2¢ access token $,0CH recommand C\?oo']O’JOOII Access Token 0D DDWAVESC
S o
2000 M

https://docs.docker.com/go/access-tokens/ 2 GGl:OO’JSGO:OrIODQSII

[ C cC C
326000C e@acijcqceoa?

docker logout
docker login

$,6[gpCesC0lonudn

+ ~ docker tag hi_vim:latest saturngod/hi_vim:latest

S |

I




docker tag [local imagel:[Tag]l [Repol:[Tagl

323 hi\ vim 0’% saturngod/hi\ vim repo tag 8\ [SHee é&%(ﬁ(ﬂ@ll

-+ ~ docker tag hi_vim:latest saturngod
-+ ~ docker images
REPOSITORY TAG IMAGE ID CREATED SIZE

hi_vim latest 31ac4941991b 22 minutes ago 274MB
saturngod/hi_vim latest 31ac4941991b 22 minutes ago 274MB

docker images ejgomé saturngod/hi\ vim 0% @6616](\%{9905"

-+ ~ docker push saturngod/hi_vim:latest
The push refers to repository [docker.io/saturngod/hi_vim]
822cfcece7b7: Pushed

9f54eef41275: Mounted from library/ubuntu
latest: digest: sha256:49bcc@6fbdfb83271c2ee479661c8b6c@lfefddd475f565af9e812e19bb2a@21 size: 741

docker push saturngod/hi_vim:latest

slmeon my|§607) image 3 docker hub 60l push 0>C8050200 i

® saturngod/hi_vim Docker commands

Public View ’

testing docker To push a new tag to this repository,

- dock h sat d/hi_vim:t
® Last pushed: 15 minutes ago ocker push saturngod/hi_vim:tagname

Tags and Scans @ VULNERABILITY SCANNING - DISABLED Automated Builds
Enable

This repository contains 1 tag(s). Manually pushing images to Hub? Connect your account to GitHub or
Bitbucket to automatically build and tag new images whenever your
code is updated, so you can focus your time on creating.

Available with Pro, Team and Business subscriptions.

Upgrade to Pro Learn more

latest A 15 minutes ago 15 minutes ago

See all

. . C ocC C
Docker hub website €2 image 020000 eogoslo']mcgewu

o ¢ c o)
CﬂEI)GICICI)(X)CX)EQEI)
L L L

docker pull saturngod/hi_vim

o] Go [of C C 90 o C d k . o] N [0} ’]G
39[90 (Q|$602> V$01200:00p) docker image () VYAV V Bu

Docker File



00 302(4C project 003092 depoly C005|C20R) 323 S60003607) Docker Fil
S 3|9C projec 50 depoly 003 22 323lgD 09]$60700)60R Docker File
28) 83&53[9[(5]0305" ogﬁeof)cf) project g]cnée§6pm Dockerfile 88@3 empty file 0003

IE‘ o L Lo 1 o 1 L L
05032000501

~» store ls -a
.editorconfig .gitattributes Dockerfile composer.lock package.json resources storage webpack.mix.js
.env .gitignore README . md bootstrap config phpunit.xml routes tests

.docker .env.example .styleci.yml E composer.json database public server.php vendor
- store

Dockerfile OC‘)%D

FROM ubuntu:latest
WORKDIR /var/www/html
RUN apt update

RUN apt install -y tzdata
ENV TZ Asia/Yangon

RUN apt install -y software-properties—common
RUN add-apt-repository ppa:ondrej/php
RUN apt update

RUN apt install -y \
apache2 \
zip \
curl \
vim \
unzip \
git
RUN apt install -y php8.0 libapache2-mod-php8.0
RUN apt install -y php8.0-mysql php8.0-cli php8.0-gd php8.0-curl php8.0-xml php8.0-

mbstring

RUN curl -sS https://getcomposer.org/installer | php —— —-install-dir=/usr/local/bin —-
filename=composer

COPY . /var/www/html/

COPY .docker/production.env /var/www/html/.env

COPY .docker/vhost.conf /etc/apache2/sites-available/000-default.conf
RUN cd /var/www/html/ && composer install

RUN chown -R www-data:www-data /var/www/html && a2enmod rewrite

RUN service apache2 restart

EXPOSE 80 443

CMD ["apachectl", "-D", "FOREGROUND"]



. o © o) o C C oC C
Ubuntu image 0 oi?omzbz ubuntu & laravel run @ QQ30DY 3230C320)Cs oogooozo']
C N \ [of C C

oWl Port 80 & 443 O access C\?ozggeozoo’_)zo']mwu WORKDIR 006020 docker exec

C C c .. o C
(TJ6§ run G]_C GGT)O’.)G?@OCOJ directory ()r]II 8()8’) docker exec —it <containerID> 1s 8?610

. . C

directory list BC\DOI]GODII

» store docker exec —-it store-laravel-app ls

Dockerfile composer.json index.html routes webpack.mix.js
README. md composer. lock package.json server.php

app config phpunit.xml storage

artisan database public tests
bootstrap docker—-compose.yml resources vendor
> store |}

.docker/vhost.conf (D
<VirtualHost x:80>
DocumentRoot /var/www/html/public
<Directory "/var/www/html/public">
AllowOverride all
Require all granted

</Directory>

</VirtualHost>

. . [ C
production.env 00602) laravel 00 .env file ol production 320900 config 60 eejevioostiean
ol

323 DockerFile q@ 8%616 docker image 6&3‘)(75(\%6101@" Docker Hub & repo OOQC)?

c e ¢
G&DOOO’]II [98610

asd,
wdockerhub Q  Search for great content (e.g., mysql) Explore  Repositories  Organizations Help ¥ @ saturngod ¥
saturngod Repositories empty-laravel Using 0 of 1 private repositories. Get more
General Tags Builds Collaborators Webhooks Settings

Advanced Image Management i i
® View preview

View all your images and tags in this repository, clean up unused content, recover untagged images. Available with Pro, Team and Business subscriptions.

® saturngod/empty-laravel Docker commands

This repository does not have a description 7 To push a new tag to this repository,

© Last hed docker push saturngod/empty-laravel:tagname
ast pushed: never

docker build -t saturngod/empty-laravel:1.0 .



- store docker build -t saturngod/empty-laravel:1.0 .
[+] Building 16.2s (22/22) FINISHED

build definition from Dockerfile

ies—common

CACHED
CACHED 8/17 RUN apt zip curl unzip git

C (% [o N (=] (% C . (o] C (o4
0R|$607D™ empty-laravel (G repo 630D 0O20loWOI 393 version 1.0 3 0dCOlewdI
docker push saturngod/empty-laravel:1.0

-» store docker push saturngod/empty-laravel:1.0

f4e7423aa540: Pushing 6.656kB
642fb36e78d2: Pushing 38.73MB
46925c052240: Pushing 1.55MB
2f70e5f2311f: Pushing [= = 3.584kB
741elcadf842: Pushing 4.,096kB
2b1787df603f: Waiting
e573681614ad: Waiting
99e8aee85b53: Waiting
01070993db9d: Waiting
eaa87bfd29cb: Waiting
ddcb@df2743e: Waiting
€6d2639776b4: Waiting

o C [ . C 2] . . o] (6
3']&?610 laravel 320000 docker image 003 Glogt):o']bu proudction &2 image 09 pull athj
32%2(g|§olon

® saturngod/empty-laravel Docker commands

This repository does not have a description To push a new tag to this repository,

© Last hed: 17 minut docker push saturngod/empty-laravel:tagname
ast pushea: minutes ago

Tags and Scans ® VULNERABILITY SCANNING - DISABLED Automated Builds
Enable
This repository contains 1 tag(s). Manually pushing images to Hub? Connect your account to GitHub or
Bitbucket to automatically build and tag new images whenever your
TAG 0s PULLED PUSHED code is updated, so you can focus your time on creating.
Available with Pro, Team and Business subscriptions.
1.0 '\ 17 minutes ago 17 minutes ago

Upgrade to Pro Learn more

See all

Docker Compose



o] . C C C o] C
Docker compose 023 docker file 03 testing CQOOD @@@@ docker run 0 9 M [9§6618
C C o [ C o] C C
eq?ecug 3203200 focker—iompose.yml @g Q0{|C20 docker 603 0D ooos']oo@o
o pO6EmMSCOlonudl
cC _© C
3’3? docker—compose.yml (ozfoazo']eoau

-» store touch docker-compose.yml

~» store 1s -a
.env .styleci.yml config phpunit.xml server.php webpack.mix.js
.env.example Dockerfile bootstrap database public storage

.docker .gitattributes README . md composer.json docker-compose.yml resources tests
.editorconfig .gitignore app composer. lock package.json routes vendor
» store

version: '3.8'

services:
app:
build:
context:
dockerfile: Dockerfile
image: 'store.dev/laravel'
container_name: store-laravel-app
ports:
— ''9980:80"
networks:
- laravel-store
networks:

laravel-store:
driver: bridge

. o o C (2] . o]

docker compose version 3.8 standard 0 C\?m‘?)oo:):bzem? docker image 0 Dockerfile

[o} o c . [¢] C . o]
0? OC[)SOO’)SOOOOII 1mage name 0? store.dev/laravel ©0300230DWIII container\ name 0?

C . [}
store-laravel-app GU%OOOSO']OOOOII Docker Container 00 Port 80 0? port 9980 006§ access
C C C o . o C

QQ0CE0:002300WI network O bridge a?zooozo']oooou

o] o N . [o] C o ocC C
Dockerfile 0D ©2030 image MY DI3 saa?z@ﬁco']oooau

version: '3.8'

services:
app:
build:
context:
dockerfile: Dockerfile
image: 'store.dev/laravel'
container_name: store-laravel-app
ports:
- '9980:80"
networks:
- laravel-store
depends_on:
- mysql
mysql:
image: 'mariadb:latest’
container_name: store-laravel-db
restart: unless—stopped



ports:
- "3307:3306"
environment:
MYSQL_DATABASE: ${DB_DATABASE}
MYSQL_ROOT_PASSWORD: ${DB_PASSWORD}
MYSQL_PASSWORD: ${DB_PASSWORD}
MYSQL_USER: ${DB_USERNAME}
MYSQL_ALLOW_EMPTY_PASSWORD: 'yes'
volumes:
- ./database/dbdata:/var/lib/mysql
networks:
— laravel-store

networks:
laravel-store:
driver: bridge

C [

Sr]&%qcc: dependency 00 mysql @0303 @3’30’30’36@)5 mariadb container O] O']OCC:C\)’JQJJJ @03
C
LﬂCI)LX)H

v~ 0 C C v~ _OC C \ [}
volumes 02602 docker § 0D0Q O § §|000C023200 206020l mysql $,app O network
° C C C . N o C oc C
320p0 28000 saorgooe@’)g internal network CO€DQY @oo']co@eoou app 06§
. o] C (e o
database container 0 C\)e:[gz G@T&\%Gl?oo']ll

. . o] N o
app container 006§ mysql container 0D port 3306 O &?61&19‘)0’.]"

(o . o o (o] [of N
docker run 6§20 host gal=2" mysql container 02 mysql 0D 2038|C§Ce0R) port 3307 $,
qJodgenoli

.env CISE{)

DB_CONNECTION=mysql
DB_HOST=mysql
DB_PORT=3306
DB_DATABASE=1laravel
DB_USERNAME=root
DB_PASSWORD=

o C o C . C C o o Cc
av} update c\?oeozC\?mo’]u production.env alev]est: update QOG0 C\?o']eoou

docker exec -it store-laravel-app php artisan migrate



» store docker exec —-it store-laravel-app php artisan migrate
Migration table created successfully.

Migrating: 2014_10_12 000000_create_users_table

Migrated: 2014_10_12_000000_create_users_table (74.11ms)
Migrating: 2014_10_12 100000 _create_password_resets_table

Migrated: 2014_10_12_100000_create_password_resets_table (45.97ms)

Migrating: 2019_08_19 000000_create_failed_jobs_table

Migrated: 2019_08_19 000000 _create_failed_jobs_table (55.36ms)

Migrating: 2019_12_14 000001_create_personal_access_tokens_table
Migrated:l 2019_12_14_000001_create_personal_access_tokens_table (89.92ms)
» store

. N . . [¢] o C
store-laravel-app 02602) container name olil laravel q), database migration code oD run QM

UJ')Or]II

(o] (of (of C cC O Cre [e) o N (o)
32930 docker me@ocz%§@zcwwemm[§]s spaley %o?:[glm Solean
C C (=)
ooemeo']mecoomo'][gu

Orchestration

[0} . o] . o C o
Docker 22 production &0 run @ Orchestration platform c\?o']oowu QD2034P3000MD607)
O o C C [o] C
Kubernetes Olil K8s 0905 3203620100001 Kubernetes 32(GC Docker Swarm §olooudu

o) ° o c 00 o c co °

Kubernetes ) 33038[9[(0 run G)’JSOD@ platform G]LOC\)O’]O’JODII (_\)0’.)6] (.\)ODS(:”’JSUJ’JGCD
L L [ ° Hr T It 0

Oe0d)

o

® Digital Ocean Kubernetes
® Google Kubernetes Engine (GKE)
® Amazon Elastic Kubernetes Service (EKS)

® Azure Kubernetes Service (AKS)

. C . C C C
Kubernetes 020 Auto Scaling 32[90 zero downtime saogooo'] saeoce@o']oooau Kubernetes
C C [0} cC o (o C C C c o cC O coc

%e@acgem@&g 320300 00:00§, 232000030 EOECDM ﬂ&)’)@@(\g 6$IMOCS

o c € o Cc oc C o O C .
QY3206 C MUOOIC DS Y C\?o']oooon Kubernetes 030 configuration 60900 docker

o o e o O C o . [o} c o C o C
9|3 zaqu@z 600K CV32030Q) production AFEWO3I20MD 20830 platform VY320

L c ° [CI 8 o Lr C o le o ° L(~
Slooudi 323 323160 Kubernetes 03 @@ooczoo company 60D sawz@lemeooo §@20’]3

L 1 L o o L IL °
C o . . o cC C o ° C
0leo0:00001 Digital Ocean &0 Auto Scaling 093206 C603) Kubernetes 03 3205:[g[oocal
C

0



32352 20 :: Security

P:]

A
°
[

® ®

Web Developer @56@ mobile app developer @58@ security <J§(C3 OO’SQ)(TS@:GUJQ 3’36@5

o) c 0 o o c . c c ° c
cO0M c'fDSC\)&’) 10910 0531 C\)(.;]OO(DII Mobile app [;90)608(.0 33008@[00’)8&)8 API call
61 N L °

o o C b N [ 90 o "] °
60U 336”’333’)@0 web app § 0§003000:03060R0I
SQL Injection

. . o o C ocC C . cC © C [ [ cC _©
SQL Injection 98] L\I)LO?CO@DQ%?OO’]COQQLDII Website 0$023200 33 @@@@ API ©0$003

2000 3231(go(gd SQL Injection 0 93§ 0002 A30lodWON

http://www.example.com/search?g=hello

o

200000 URL ™ database 00 hello 03 GT)GOSO']OO@CII
L o 1 L 1

SELECT % from contents where text like "%hello%";

ofe o] C C C
e?[(__]z SQL code 22 @§e[goczqumgw@||

.
32000V 0D



http://www.example.com/search?q=";"SELECT * FROM contents";-—-
of(e c o.¢ c o ¢
30[93 e@ac:mmeoo 20§C
L L L
SELECT * from contents where text like "%";"SELECT * FROM contents";-—hello%";

ofe C ’] C [of C C o/ [of [of
&I.)[Sg @@Qg)go QLI -- M0 comment @@C)O@C{adgm --hello%"; o SBC\?OC\?O?D
C Cc [of C o C [of C
GQD(DOf]:Dgll GP@UD text 32003 contents 60D 330’):?00(73(\)’300’) 2000000 §®OD(TJGTJ
L IL i) ° o L o [ L 1
[0} C O (e o o ocC C
SQL 0 G;i{)(XDan :ﬁaQX)SCI)SEjz G;613CV)GICXJDSCI)3(73 G?CX)Gl(S]CN)QQQQ(X)"
L il L [ o] L Oo° o

o C C \ N o] N C c o ¢ C o f] C
00 mg@g PHP ¢ database 0CO0D data 09 Q00020000 C 63200000 qu@o 0oWolI

$sql = "SELECT first_name, last_name FROM employees WHERE first_name =
'"".$ GET['name']l.""' OR last_name ='" . $_GET['name']l . "' LIMIT 5";

$result = $conn—>query($sql);
. ~ ’]
Get Query string 0 6§ name § §DC0D20NOII
o]
http://localhost/sqlinjection/index.php?name=Georgi&submit=Search

O (e C ~ C (2] N C C o (%
(G2 ealam:olooudn Database 3 320p06p(G: 83c0E>60L0lODWON BIEVEW) query

) c oMc o ¢ ¢ O ¢
(? GSH)(D(DC\? @CC\?O’JGOD a?GlC

http://localhost/sqlinjection/index.php?name="'%200R%201=1%20LIMIT%2010;%20——
%20&submit=Search

LIMIT 5 3223 LIMIT 10 @&OJ):OI]C\%&@OS Il URL Decode C\){‘)@é&%m“ 616 name 0D
[¢] o L ) L
' OR 1=1 LIMIT 10; —-

o (e c c
&3[98 (I)@ C\)O(ID%CD’)Orlll
L o L

.~ 0 "]
3233293l query 0O
SELECT first_name, last_name FROM employees WHERE first_name = '' OR 1=1 LIMIT 10; --

o o (of (of
0d [ggoaog:)zo']oooau



'] C (o} C "] . . o] o ocC C
3 e@)g query 60 0D 6§300D0 32316 parameter binding o saa?z@ﬁ.co oDVl

$sql = "SELECT first_name, last_name FROM employees WHERE first_name = ? OR last_name =
? LIMIT 5";

$stmt = $conn->prepare($sql);
$stmt->bind_param("ss", $name, $name) ;
$stmt—>execute();

$res = $stmt—>get_result();

o ocC C
SQL Injectlon Eleales) OO’JOQOD(D S’BOOOO programmlng language 0DC36D parameter SC
C C cocC C
passing 0900 3l0e0r0) framework 60905 32032(g|0 [4O(go mocrgwéf.co 0005l

SQL Injection 390906 sqlmap (http://sqlmap.org) Oc::) 390?@[@ C\QQSC\)E:(JOO’IJL O%(f)%(f)

ocC C
%COI]OOO:)II

python sqglmap.py -u "http://localhost/sqlinjection/index.php?name=Georgi&submit=Search"
——dbs

SQL Injection %C)Oé website 6000 > SQL Map 00 3303 B[[B 60D website (‘)OOO’.)@OO
system 00 32006000C GYMSCECUloDWON

Man-in-the-middle attack

o

008 302[C Web App, Mobile App 6036 API [¢C ogozam0looudi

Server

o C C o o
008 mze§@we cl)o)o']u
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User Attacker Server

C (e C O O ¢ C (of
m oc[g:eooro) server 900000 QMO0 data 62D server 000

C (of (o] ¢c O ¢ O C . (o]
@?coooa@ data @Cogmcgqo']oooou Man In Middle attack.o?

. cocC . [¢] C s C . o] C N
Android OS 10 6$IMYCLNE0N device 0D 100t ©6WIMOSC https certificate o 6@303(\)

[e) [e) cC O C cC O C C o .

c\aeqo']oazu @9:00 data 6000 V003§ E3C @c&aelesaoc crlealed @3:9 certificate
(o] (of (od
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[o] [of C O [ C
Man In Attack 0D ©03200( proxy server 60’3@0303@

® BurpSuite
® Charles

® Fiddler

® mitmproxy

(o] C C N [of cocC (o o C [o] o
3[4C $020006p proxy & ©6:2008C0loudI Mac 63806 C607) Charles app 03 32032(q|
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C C
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330906 0630006200 333006[9(5]0905"
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e

o
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®  ® B mitmproxy x e v

(¢] 0 @ 127.0.0.1:8081/#/flows/8554b013-0015-46a4-9f96-a9b92569c53/response g A Ew»0 =

Start Options Flow

c el 2 @ W & D | S

Replay Duplicate Revert Delete Marks Downloadr Exportr Resume Abort

Flow i Export Interception
Path Method Status Size Time | Request | Response | Connection Timing

— u
HTTP/1.1 200 0K
lazada. common.getTil GET 200 109b 256ms|

— Date: Fri, 15 Apr 2022 10:45:00 GMT
Tg’\ 192.168.31.174:55057 © 47.89.88.105:443 TCP 17.2kb .| Content-Type: text/plain;charset=IS0-8859-1
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@ v | Q search GitLab

& GitLab

New project » Create blank project

®

Create blank project

Project name
Empty Laravel
Create a blank project to house your files, plan

your work, and collaborate on code, among other
things.

Project URL Project slug

https://gitlab.com/ saturngod v empty-laravel ‘
Want to house several dependent projects under the same namespace? Create a group.

Project description (optional)

Description format J

Visibility Level

@® @ Private
Project access must be granted explicitly to each user. If this project is part of a group, access will be granted to members of the group.

O @ Public
The project can be accessed without any authentication.
Project Configuration

() Initialize repository with a README
Allows you to immediately clone this project’s repository. Skip this if you plan to push up an existing repository.

Create project Cancel

o C

[¢] C [
Code 6000 32§)C push ealeleoatiavlelOlll

& GitLab

= Menu @ v | Q search GitLab

E gEmetjioreuel Empty Laravel &

Qv | Yrstar 0 % Fork 0
@ Project information Project ID: 32654687
B Repository -0-1Commit ¥ 1Branch ¢ 0Tags [J 2.2MBFiles [ 2.2 MB Storage
D Issues 0 »
$3 Merge requests 0
& cico © Auto DevOps X
= It will automatically build, test, and deploy your application based on a predefined CI/CD configuration.
@ Security & Compliance
o Learn more in the Auto DevOps documentation
@ Deployments )
G2 Monitor Enable in settings
@ Infrastructure
3 Packages & Registries master empty-laravel /| | + v History Find file Web IDE | v & v
L Analytics
@ wiki first repo 8c0893Ff | (3
. Htain Lin Shwe authored 4 hours ago
X Snippets
LT T T S T T T T

X, Upload File [® README Add Kubernetes cluster : Set up CI/CD

63 Configure Integrations

« Collapse sidebar

Name

B3 .docker

Last commit

first repo
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o O o ° L

Last update
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Setup Key

N

C o . o] C [ C C cC _© C .
32§ Ca03 Production server o SSH 0C2C§630C Key 32000 (oc?oo:o'Ieoou Terminal 2

[}

ssh-keygen -t rsa

~ C C © C o
$, key 320000503205000] Password 03 empty cooz0ln

Qo

» servertestkey ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/Users/htainlinshwe/.ssh/id_rsa): storekey
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in storekey
Your public key has been saved in storekey.pub
The key fingerprint is:
SHA256: XrdDFYEqz8/GDzimgbzVe7tp63N+rxT1ckk7h2kQC1lY htainlinshwe@Htains-MBP
The key's randomart image is:
+———[RSA 3072]——+
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| 0o + 00=. .|
I

- .=*0+00 |
+-———[SHA256]
-» servertestkey 1s

storekey storekey.pub

cat storekey.pub

@q& public key (Y% copy ORSC\%(YSO'III



» servertestkey cat storekey.pub
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABgQCsxsKPIG41J1RkGhiNNPMxFc2FUKNi4/Dk@8CnzNOS

ouVz+MNY3FocpZjIeluPmY1QBedhYihpCLtEg6RkmrCvO5vD/@GmYYWFNRZTNGouEt6+tDKS/s9rWPeD
wLXXx9xv1vPUauh+3FMzY61hMQCh611/2n1kDVe7A2quS/YA4IuGgQkaGJYZJrbA5v7xAn6md1F/2q

MA 4 o+ Qa2 mME D N QA MO
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323 public key 0D server §), ~/.ssh/authorized_keys QO€D oogooo:o']u

3ladqc
29l

ssh [usernamel@[yourip] -i [your private keyl
8(“53

ssh root@123.123.123 -i storekey

o C C C N cC O C 2] C
31206 C 0008l00pds server 00 0CaA3§ 22201000 Key 00 32662 [0320l0000N
L lo o
C o . . (% (=] (of N
326000C830:ME0D) Linux Admin 00 deployment 32000 00320, user & deployment
(% . . o] C C
32090 permission 6050022000 GEMC:0lEDWON

0]

. cC (e
Private key 22 %ocot[(_.]z copy (YI%SQI)LO']II

cat [your private keyl

Gitlab Repo 61 Setting > CI/CD > Variable 2 private key 0’% variable 3’3&?‘@6 (I)lf)_laiofleéll

Add variable

Key

SSH_Production

J+anRf9qpkN3moX9F1 sBDOcha ertSJOgogVJnxns4/96<:WJUdVPYIcCtdkyzEKf FtCO

Y aeCONN A 2Dl OLME+ ALINCN AT a7 AV 11N

Type Environment scope

Variable $ All (default)

Flags

Protect variable @
Export variable to pipelines running on protected branches and tags only.

() Mask variable @
Variable will be masked in job logs. Requires values to meet regular expression requirements. More
information

Cancel Add variable
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60000520 D) variable name SSH_Production 0D 6§2000C: .gitlab-ci.yml € @§ 33093@[0']
C
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Readonly Account

Gitlab él Repo 63’5’305419’) Setting > Repository > Deploy tokens 2 read\ repository OOOS?C)

o [of C
on [G26007 token generate COOOlOWII

& GitLab = Menu

E Empty Laravel Deploy tokens

@ Project information Deploy tokens allow access to packages, your repository, and registry images.
[@ Repository New deploy token

¥ Issues 0 Create a new deploy token for all projects in this group. What are deploy tokens?
39 Merge requests 0 Name

¢ Cl/cD deploy_user

@ Security & Compliance Enter a unique name for your deploy token.

) Deployments Expiration date (optional)

L% Monitor

@ Infrastructure Enter an expiration date for your token. Defaults to never expire.

A Packages & Registries Username (optional)

L Analytics

@ wiki Enter a username for your token. Defaults to gitlab+deploy-token—{n} .

X Snippets Scopes (select at least one)

&3 Settings read_repository

Allows read-only access to the repository.
General

() read_registry

Integrations ) )
Allows read-only access to registry images.

Webhooks
() write_registry

Repository Allows read and write access to registry images.

C (e C \ (o] (% (o] C C (o
Create C\?o[gzog)zqc username itoken o%)mmoo']eoou note ﬁD @@@@ 33&306[900&3
(% o] [o] C [of ocC
656PED 620gP 9023 A50loDWdIN password (0 recover [§§0§SCUloDzN

Your new Deploy Token username

gitlab+deploy-token-7: ;)
This username supports access. What kind of access?

xS : [?2

Use this token as a password. Save it. This password can not be recovered.

d . . [ o] C k \ C cC O f] 2}
33? production server (J:D git 320M Gmcv)ooe token ﬁsooo@eso:)magqo [SII



cd /var/www/mysample
git init

Git init @083616 323 Repo URL 0% setup C\?(C)OI]GQSII Repo URL (Tcé Gitlab (gal=2" https 0%
320%2(g|§ cS0loWdN
L [

Htain Lin Shwe > Empty Laravel

E Empty Laravel &

N v Yrstar 0 ¥ Fork 0
Project ID: 32654687

Clone with SSH

-0- 1 Commit 1Branch 0 Tags 2.2 MB Files 2.2 MB Storage
¥ 0Tegs [ = 9 git@gitlab.com:saturngod/empty- | [%

Clone with HTTPS

© Auto DevOps https://gitlab.com/saturngod/em [3
2 It will automatically build, test, and deploy your application based on a predefined CI/CD configuration.
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image: ubuntu:latest

deploy:
stage: deploy
only:
- master
before_script:
- 'which ssh-agent || ( apt-get update -y && apt-get install openssh-client -y )'
eval $(ssh-agent -s)
ssh-add <(echo "$SSH_Production")
mkdir —p ~/.ssh
echo —e "Host x\n\tStrictHostKeyChecking no\n\n" > ~/.ssh/config

script:
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before_script:
- 'which ssh-agent || ( apt-get update -y &% apt-get install openssh-client -y )'
- $(ssh-agent -s)

ssh-add <( "$SSH_Production")

- -p ~/.ssh

- —e "Host *\n\tStrictHostKeyChecking no\n\n" > ~/.ssh/config
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- ssh root@[your_server_IP] "cd '[your_path]l'; git pull origin master;composer
install;"
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stages:
- build
- test
- deploy

jobl:
stage: build
script:
— echo "This job compiles code."

job2:
stage: test
script:
— echo "This job tests the compiled code. It runs when the build stage completes."
job3:
script:
— echo "This job also runs in the test stage".
job4:
stage: deploy
script:
— echo "This job deploys the code. It runs when the test stage completes."
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® All the images are using from Undraw.

® Use containers to Build, Share and Run your applications

(https://www.docker.com/resources/what-container)
® https://devops-myanmar.gitbook.io/docker-quick-start/
® https://docs.gitlab.com/ee/ci/yaml/
® SOLID principles in PHP By Michat Romanczuk
® Whatis SDLC
® (lean Architecture and MVVM on 108 | by Oleh Kudinov | OLX Engineering
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