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class BankAccount {
// private property o3 class 32[gcmes 0305§0deslod:c0uql
private balance: number;

constructor(initialBalance: number) {
this.balance = initialBalance;

}

// public method mesocdané private property o3 ocod:gCeos(gt: (Getter)
public getBalance(): number {
return this.balance;

}



// public method mesondsoC private property 0 e[pEsadgteos(gcs

public deposit(amount: number): void { ’
if (amount > 0) {
this.balance += amount;
console.log( Deposited: $${amount}. New balance: $${this.balance}’);

}

public withdraw(amount: number): void {
if (amount > 0 && amount <= this.balance) {

this.balance —-= amount;
console.log( Withdrew: $${amount}. New balance: $${this.balance}’);
} else {

console.log('Insufficient funds or invalid amount.');

}
}
const myAccount = new BankAccount(1000);
// console.log(myAccount.balance); // Error! 'balance' is private. o0d05§odesladeqali

console. log(myAccount.getBalance()); // 1000

myAccount.deposit(500); // Deposited: $500. New balance: $1500
myAccount.withdraw(200); // Withdrew: $200. New balance: $1300
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// Parent Class (Base Class)
class Animal {
name: string;

constructor(name: string) {
this.name = name;

b

eat(): void {
console.log(  ${this.name} is eating.);

b



sleep(): void {
console.log( ${this.name} is sleeping.’);
}
¥

// Child Class (Derived Class) - Animal class o) 3aegand3(gC:
class Dog extends Animal {
// 03050¢ method 32000
bark(): void {
console.log('Woof! Woof!"');
}
b

class Cat extends Animal {
// 03050¢ method 32000
meow(): void {
console. log( 'Meow!");

b

const myDog = new Dog('Aung Net');

myDog.eat(); // "Aung Net is eating." (Animal class me§ 3269§a0D:0M)
myDog.sleep(); // "Aung Net is sleeping.’ (Anlmal class MEe§ 3069§00:00)
myDog.bark(); // "Woof! Woof!" (Dog class q (noooc method)

const myCat = new Cat('Mee Phyu');
myCat.eat(); // "Mee Phyu is eating."
myCat.meow(); // "Meow!"
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class Animal {
makeSound(): void {
console.log('Some generic animal sound');
}
}

class Dog extends Animal {
// Parent class oo makeSound() method o% Override C\?{)@E:
makeSound(): void {
console.log('Woof! Woof!"');
}
¥

class Cat extends Animal {



// Parent class oo makeSound() method rr% Override C\?(S Ce

makeSound(): void {
console.log('Meow!");
}
}

class Cow extends Animal {
// Parent class o makeSound() method o3 Override opO[(gc:
makeSound(): void {
console.log('Moo!"');
}
b

const animals: Animall[]l = [new Dog(), new Cat(), new Cow()];

// animals array cm object oo@aqjc s®0 Animal saemzam @oeoewl
// makeSound() m eafrcooooozaeq 0061 eco class 200 (Dog, Cat, Cow) m
// override C\)()CD‘Z) o) method 000 33030030030 s0lonudi
animals. forEach(anlmal = {
animal.makeSound();

)

// Output:

// Woof! Woof!
// Meow!

// Moo!

Abstraction
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// Shape.java
public abstract class Shape {

// Concrete Method (Implementation o’]oé ome§ method)
// 3 class oo extend mooo class o?c 3 method oo samzaecqpm qe]cﬂeoan
public void dlsplayInfo() {

System.out.println("This is a geometric shape.");

b
// Abstract Method (Implementation eclod method)

// & class o) extend cv00) class o3C:m 3 method o) o[gdoss implement cpdevzqulowdi
public abstract double calculateAreal();

// Circle.java



public class Circle extends Shape {
private double radius;

public Circle(double radius) {
this.radius = radius;

}
// Shape class m abstract method o5 Override cpO[g: implement cO[gc:
@Override
public double calculateArea() {
return Math.PI *x radius * radius;
}
}
// Rectangle.java
public class Rectangle extends Shape {
private double width;
private double height;
public Rectangle(double width, double height) {
this.width = width;
this.height = height;
}
// Shape class m abstract method o5 Override cvO[g: implement coO[gc:s
@Override

public double calculateArea() {
return width x height;

}

// Main.java

public class Main {
public static void main(String[] args) {
// Shape myShape = new Shape(); // Error! Abstract class ) object odm§adeso00d0d

esvﬂu
// Concrete class eogmes object ez000d(gc:
Shape circle = new Circle(5.0);
Shape rectangle = new Rectangle(4.0, 6.0);
// Circle object m a3, calculateArea() o} eslods(gcs
System.out.println("Area of Circle: " + circle.calculateAreal());
// Rectangle object m a3q, calculateArea() o e3lod:[gc:
System.out.println("Area of Rectangle: " + rectangle.calculateArea());
// Parent class (Shape) o concrete method o3 eslad:[mgpd(gcs
circle.displayInfo();

¥

H

//output

/%

Area of Circle: 78.53981633974483
Area of Rectangle: 24.0



This is a geometric shape.
*/
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G.9 Requirement Traceability and Change Management
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Requirement Description
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BR-1 User must be able to log in.

FR-1.1 System shall accept valid username/password. X

FR-1.2 System shall reject invalid username/password. X

System shall lock account after 3 invalid

FR-1.3 X
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BR-2 User must be able to log out.
FR-2.1 System shall provide a logout button. X
FR-2.2 System shall end the user session upon logout. X
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2. Conway's Law (Organization vs. Architecture)

"Any organization that designs a system will produce a design whose structure is a copy

of the organization's communication structure." — Melvin Conway
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Partition Tolerance
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o2 Gall's Law (Complexity Evolution)

"A complex system that works is invariably found to have evolved from a simple system

that worked." — John Gall
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"Anything that can go wrong will go wrong."
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Presentation Layer
Ul/API

l

Business Logic Layer
Domain Rules

l

Persistence Layer
Database Access

l

Database
SQL/NoSQL
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User View Controller Model

1. User Action (Click)

A4

2. Send Input
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3. Update Data
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4. Notify Change / Data Update

5. Render New Ul
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User View Controller Model
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1. S - Single Responsibility Principle (SRP)

"A class should have one, and only one, reason to change."
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Java:

// Bad: One class doing two things
class UserService {
public void registerUser(String username) {



// Save user logic...
// Send email logic...

// Good: Split responsibilities
class UserRepository {
public void save(String username) { /* Save logic */ }

}

class EmailService {
public void sendWelcomeEmail(String username) { /x Email logic */ }

}

TypeScript:

// Bad
class UserService {
registerUser(username: string): void {
// Save user logic...
// Send email logic...

// Good
class UserRepository {
save(username: string): void { /x Save logic %/ }

}

class EmailService {
sendWelcomeEmail(username: string): void { /% Email logic =/ }

}

2. O - Open/Closed Principle (OCP)

"Software entities should be open for extension, but closed for modification."
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Java:

// Good: Use Interface (Polymorphism)
interface PaymentMethod {
void pay(double amount);

}

class MPUPayment implements PaymentMethod {
public void pay(double amount) { System.out.println("Paid via MPU"); }



}

class WavePayment implements PaymentMethod {
public void pay(double amount) { System.out.println("Paid via Wave"); }

}

class PaymentProcessor {
// New payment methods can be added without changing this code
public void process(PaymentMethod method, double amount) {
method.pay(amount);
¥

TypeScript:

// Good
interface PaymentMethod {
pay(amount: number): void;

I

class MPUPayment implements PaymentMethod {
pay(amount: number): void { console.log("Paid via MPU"); }

b

class WavePayment implements PaymentMethod {
pay(amount: number): void { console.log("Paid via wave"); }

}

class PaymentProcessor {
process(method: PaymentMethod, amount: number): void {
method.pay(amount);
}

3. L - Liskov Substitution Principle (LSP)

"Objects of a superclass shall be replaceable with objects of its subclasses without

breaking the application."
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4. 1 - Interface Segregation Principle (ISP)

"Clients should not be forced to depend upon interfaces that they do not use."
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Java:

// Bad

interface Worker {
void work();
void eat();

b

// Good: Segregate Interfaces
interface Workable {
void work();

b

interface Eatable {
void eat();

b

class Robot implements Workable {
public void work() { /* Working =/ }
// No need to implement eat()

TypeScript:

// Bad

interface Worker {
work(): void;
eat(): void;

}

// Good
interface Workable {
work(): void;

}

interface Eatable {
eat(): void;

}

class Robot implements Workable {
work(): void { /% Working x/ }
}

5. D - Dependency Inversion Principle (DIP)



"High-level modules should not depend on low-level modules. Both should depend on

abstractions."
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Java:

// Abstraction
interface Switchable {
void turnOn();
void turnOff();

}

// Low-level module

class LightBulb implements Switchable {
public void turnOn() { /* Light on %/ }
public void turn0ff() { /% Light off %/ }

¥

// High-level module
class ElectricSwitch {
private Switchable device; // Depends on interface, not specific class

public ElectricSwitch(Switchable device) {
this.device = device;

by

public void press() {
device.turnOn();

}

TypeScript:

// Abstraction
interface Switchable {
turnOn(): void;

turn0ff(): void;
}

// Low-level module

class LightBulb implements Switchable {
turnOn(): void { /% Light on %/ }
turnOff(): void { /*x Light off %/ }

¥

// High-level module



class ElectricSwitch {
private device: Switchable;

constructor(device: Switchable) {
this.device = device;

}

press(): void {
this.device.turnOn();

}

9-9-J DRY, KISS, and YAGNI
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® YAGNI (You Ain't Gonna Need It): C\)(Ysg] eC\%:{a{)GCDzGCUJ Feature qP¢

6)-9)-9 Law of Demeter (Principle of Least Knowledge)
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Java

// Bad: Law of Demeter Violation
order.getCustomer().getAddress().getCity();

// Good
order.getCustomerCity();

TypeScript:

// Bad
order.customer.address.city;

// Good
order.getCustomerCity();
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Java:

class Dog {
private BarkingBehavior barker = new BarkingBehavior();
private EatingBehavior eater = new EatingBehavior();
public void bark() { barker.bark(); }
public void eat() { eater.eat(); }

¥

class RobotDog {
private BarkingBehavior barker = new BarkingBehavior();
// No EatingBehavior

public void bark() { barker.bark(); }

¥
TypeScript:

class Dog {
private barker = new BarkingBehavior();
private eater = new EatingBehavior();
bark() { this.barker.bark(); }
eat() { this.eater.eat(); }

H

class RobotDog {
private barker = new BarkingBehavior();
// No EatingBehavior

bark() { this.barker.bark(); }
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Inheritance lﬂ(‘o: qlésmbla'és (The Bad Way)
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® Character -> Warrior (Attack with Sword)

® Character -> Wizard (Attack with Magic)
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Java:

// 1. Define the behavior interface
interface AttackStrategy {

void attack();
b

// 2. Implement specific behaviors
class SwordAttack implements AttackStrategy {

public void attack() { System.out.println("Swinging a sword!"); }
b

class MagicAttack implements AttackStrategy {
public void attack() { System.out.println("Casting a fireball!"); }
b

class BowAttack implements AttackStrategy {
public void attack() { System.out.println("Shooting an arrow!"); }

}

// 3. The main Character class uses Composition
class GameCharacter {
private AttackStrategy attackStrategy;

// Inject behavior via constructor

public GameCharacter(AttackStrategy attackStrategy) {
this.attackStrategy = attackStrategy;

}



// Key Benefit: We can change behavior at runtime!

public void setWeapon(AttackStrategy newStrategy) {
this.attackStrategy = newStrategy;

¥

public void fight() {
this.attackStrategy.attack();
}

// Usage
public class Main {
public static void main(Stringl] args) {
// Create a Warrior
GameCharacter player = new GameCharacter(new SwordAttack());
player.fight(); // Output: Swinging a sword!

// Suddenly, the player picks up a magic staff
System.out.println("Player picks up a staff...");
player.setWeapon(new MagicAttack());
player.fight(); // Output: Casting a fireball!

// This dynamic change is impossible with strict Inheritance

TypeScript:

// 1. Define the behavior interface

interface AttackStrategy {
attack(): void;

}

// 2. Implement specific behaviors
class SwordAttack implements AttackStrategy {
attack(): void { console.log("Swinging a sword!"); }

b

class MagicAttack implements AttackStrategy {
attack(): void { console.log("Casting a fireball!"); }
}

class BowAttack implements AttackStrategy {
attack(): void { console.log("Shooting an arrow!"); }

b

// 3. The main Character class uses Composition
class GameCharacter {
private attackStrategy: AttackStrategy;

// Inject behavior via constructor
constructor(attackStrategy: AttackStrategy) {
this.attackStrategy = attackStrategy;

}

// Key Benefit: We can change behavior at runtime!

setWeapon(newStrategy: AttackStrategy): void {
this.attackStrategy = newStrategy;

}



fight(): void {
this.attackStrategy.attack();
}
}

// Usage

// Create a Warrior

const player = new GameCharacter(new SwordAttack());
player.fight(); // Output: Swinging a sword!

// Suddenly, the player picks up a magic staff
console. log("Player picks up a staff...");
player.setWeapon(new MagicAttack());
player.fight(); //
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User WebServer Database

1. GET /users/1

\ 4

2. SELECT * FROM users WHERE id=1

3. Return User Data

4. Return HTML Page

User WebServer Database
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6).0 Domain-Driven Design (DDD) Principles
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// Class co¢o Data O %ooof)

class Order {
public List<OrderItem> items;
public double totalAmount;



// Getters and Setters...
b

// Logic m Service o eepodesooud (Procedural Code)
class OrderService {
public void addItem(Order order, Item item) {
order.getItems().add(item);
order.setTotalAmount(order.getTotalAmount() + item.getPrice()); // Logic is here!

Rich Domain Model (DDD Way):

o

// Data eep Logic esp 000esepoopd:ed §ooud (00P)
class Order {

private List<OrderItem> items;

private double totalAmount;

public void addItem(Item item) {
// Validation Logic
if (item == null) throw new Error("Item cannot be null");

// State Change Logic
this.items.add(item);
recalculateTotal();

}

private void recalculateTotal() {
this.totalAmount = items.stream().mapToDouble(i —> i.getPrice()).sum();
}
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E.J Essential Tooling: Advanced Version Control with Git
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Example
$ (main) : git checkout main
$ (main) : git merge feature
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$ (main) : git checkout feature
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$ (main) : git merge feature
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® chore: Build process 601 Library update C\?{)O’J‘Deorg

. . . [ of o ¢ (o [ of
Semantic Versioning $C q_looaom@ S

805 000007 6§:000:(gC232:(4C Software Version (QOED v1.0.0) 0000009325

o

. N . N o C o C cC O C
Semantic Versioning $, 320032609 POD §|0230MAY slog)so']mwu
1. MAJOR version (v2.0.0): BREAKING CHANGE o']elcc: or%:ooéu
2. MINOR version (v1.1.0): feat 01616 o%:oaéu
3. PATCH version (v1.0.1): fix 0lgC 03:00001

N

o

c ) c c ) ¢ c
sle[o3pC Commit Message 6000C:600C26620000 Professional Developer 000600
(of (of [of [of (of
32qp0323|C:0003 [4dClooudi

GQ Dependency Management: Standing on the Shoulders of
Giants

CcC o . o o O ¢ O
69000 Software Construction %D Code 33’):C\?300 0?000?

(@)

cq:06p 030l Open
61" GP L el VP

—

. o o C [¢]
Source Library 6031 Framework 603 O\IDL:):L)‘;@L)PIO’JODII 3,]0? Dependency Management

0 c .
xR eal0looudi Node.js €D npm , Python & pip, Java €D Maven/Gradle 0303)60860'1”

Semantic Versioning (SemVer)

Library 60907 03209323 Version $0lcde03m 32663(5:0lonudn 324 p:320:[¢C

Major.Minor.Patch (U - 2.14.3 ) (L)OJ(Y% :){)3@0']0’305"

C C

® Major (2): Breaking Change. 8 Version G[gpczqc 0’%05 Code 60Q [géq%ém(ﬁll

(aoeo - API @eé e@)ézog)zoo’))
® Minor (14): New Feature. Feature 330303609 olaonewdi Sfleoe} G, Version
660020000l
. % C ~ (% % ~ o
[ ] . o o o
Patch (3): Bug Fix. 3262:(4Ca0C06020 Clowdil 96 e[pciadosp ool

I

The Risk of Dependencies

Library 60D 03207 @Ceoe(f) 356D 0OV 202 UlonLdN
ary [ '% s ooq) @° ﬂ

1. Security Vulnerabilities: (7%05&?05 Library o0 UO‘)O%)(TC) %G.ﬁl&l 0%05 Software Ol

cC O .
0P §032:600 (VLD - Logdj [§aoogd)
2. Breaking Changes: Library update QB(S(\%OSO’D%O%OS Code 60 Error 0905:13’32(30’3

o ’] '] C . o C [0} 2} ']
qjz0ln sle[oPpC package-lock. json A36LIOD yarn.lock O file 60D F26§:[0320

c o . o c o
(0810 0]] QI?CT%OO Version 330333(7.“(7) ?CDCD’)SGOK\%O"]II

-0



C o O C o N
3. Dependency Hell: 3loneom) 3290609:50: [Gooosadli puen - 09udad:am:0)
Library A 00 Library C (Version 1.0)
o [of

603 Library C (Version 2.0) 03 03320650) 326(332654][20l1 353323 Version ©

Qs
o o ¢ ) cC € o N
0? (\?SBOG‘?[SH G§D(D(I)O &?SCD’)gO? Library B

RDP5e (Version Conflict) 603 [40(g2 6[ggCzq a0D90000loowdN

89 Coding Standards, Code Quality, and Technical Debt

Coding Standards

o} oCd o S c. ¢, 5. 90 O'] c‘Cd,
GCD’)C\') (TJ§61C 0)&') (7.) ﬂODC\?Io ode 6610610(_\')@0 0)80(7360 S (Ig C\?O 0oLl Coding

Standard 30000 Team 02090: OO §3€o eol=lopslenleentien) ®ége=“éz (Set of Rules) 60D
,.] L L L L [ IL ° (o}
ol

. . cCe® 0O c o c .
Software Engineering &0 @e@@goo D008 m@@qo']mwll "Code is read much

o
c

oy o . o
more often thanclt is written." (Code ?? eoq s}oriooom [g§000q03 32[M366qm Gyp:
WO 3le[0gpC Coding Standard 0002075 A3M§(gC:320:(YC -

. c o e oc c
1. Consistency: Code Base 0D03CM LRSBQP[;_Y:] QC36§:000:60600L) OO
m&ewrﬁmés selsoo:)soaa?eﬁl ooe[gzé @&ec?e@o']ooof)u

o
oo
-

.. C s o] . c o c c o0 C o
2. Cognitive Load: Code Ueslesiesicr]() Variable $0P060:060Q1 MCOORC00 C0IEY

7/

=] [o] o ¢ C 2} C co .. o
GO’b) GOR@O’.D(’? C\?m@@eq?qog 886?’)0’.)0:?0&% (Cognitive Load) 0? 6(13]?%]603
0loodI Logic eoTejs:)O meao%ogac?’ qagazo']oougu
3. Onboarding: Team member 32000 eep(fx\)’)qf:coéz Project €1 Style (T% clevlevaly]

(0858 8[§C&DCG®O’]ODQSII
(93°%
o ¢ (o 0O o
IMNEOIM WD IYOIECYECO?
® Naming Convention: Variable .$ Function Al éeoz(;) (camelCase, PascalCase)ll
® Formatting: Indentationl Spacingl Semicolon ooé;eoo@:u
® TypeScript Specifics: any type (7% eosd’?zemsl Return type GO%)OE)L) Explicit 66132%686

.
Qs 020 (¢CH

Example: Inconsistent vs. Standardized (TypeScript)

Without Standard (cocf)slaac)l Type Safety ng])

// Naming e?‘% ‘any' type :f?sooou Indentation eé
function c(x: any,y: any){
var d=x+y; return d;

b



[

With Standard (ﬂf::coczl Type Safe @&)
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function calculateTotal(price: number, tax: number): number {
const total = price + tax;
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0003 ao']) aoooesaoo 51 66 MC0R00000M6000 File 07 326 CADCOM F2§20:CWI O

")l—

NI c C o c o c c
ODOGIOQg)oGSB'DC @C&D ?@CSCD@ SBG(D’)CSQ?S § sQO0B3 @(D(.ﬂ&)@ll



C

2. Rule of Three: OrIJLéGOOO Code (T% Q slecmmd Copy/Paste QBO&G%&@@%L\}JCC: Refactor
c06[§° Function 90000§$ 32 ocoocof]@u
l =y S IR0 ¢ 32]|§0°¢%
. C C C C C C Cco
3. Preparatory Refactoring: Feature 320000003 COPY{|CEIIDCO PO QDM Code
G0 p0206(13PC C0PIRMEFCY|CI 30DC: GO PIPDIEEI COPIGOQUIEINC
Code (Y% 3’3616 Refactor C\?{)OI]II ("Make the change easy, then make the easy change")

Important Rule: Refactoring 90009C& 03¢ Code 320300 Unit Test gps §000:q$
093200100051 Test w§D Refactorin co&@&oo 5 m@ 15K [Ff] 200100 0|&s0m:3

L Eﬁ? ﬁi . A S0P XJ[e9 (3 3|®397
MO390 F2SEPLO GP2oloodll

Example: Extract Class Refactoring (TypeScript)

N C

Q0MHEOD DO 0IOD @ C@o']o%u Cl » 5 C
2.2 > (0300 il Person Class 00D2G03C COSOPOEEP! 6560

S0 (Address) saangsam(ﬁquo'] eep@égezfooé e%o']océu qf:gooé Single
C

Responsibility Principle (SRP) (r% qj) [:GLO'JOB&?O’]:D@H
Before Refactoring (Code Smell: Divergent Change)

(=) (od C C C (of [e) (of oC

860 person Class 0 000§ $09 oplooo:o']oowu Qlalosae@oczcogz 25600001 50D
(o] C (o] (of

Format 609500002 03650000

class Person {
constructor(
public name: string,
public street: string,
public city: string,
public zipCode: string
) {}

// 364§, 0050050) Logic eopm Person aded 6epe§oIWd
getAddressLabel(): string {
return “${this.street}, ${this.city} - ${this.zipCode} ;
}
}

After Refactoring (Solution: Extract Class)

\ C OC . o © C N cC o ¢ C
Address § 003D COY Logic 6090 20:20¢ Class :go?ooa?ooo']oooon

// 1. Address o5 a3:00§ Class 9000505050000

class Address {
constructor(
public street: string,
public city: string,
public zipCode: string
) {}



// Address § a0Co) Logic m 3620 §e0m000d
toLabel(): string {
return “${this.street}, ${this.city} - ${this.zipCode} ;
}
}

// 2. Person oo Address o% 09a2:§0 (Compositon)
class Person {
private address: Address;

constructor(name: string, address: Address) {
this.name = name;
this.address = address;

}
public name: string;

getProfile(): string {
// Person m Address §, 32600:80003 250ep ©060MDI:
return “${this.name} lives at ${this.address.toLabel()}" ;
}
}

Result Diagram

Person_Old
Person_New
+String name
Stri treet Stri
’ rTng s'ree S el Before Refactoring: Monolithic Class ‘ ‘ After Refactoring: Extract Class
+String city -Address address
+String zipCode
+getProfile()
+getAddressLabel() T
Composition
Address

+String street
+String city
+String zipCode

+toLabel()

Gtz The Art of Debugging
Code 6§26C Bug &30 0laoo(goli Senior Engineer 0006000 [§0a00@500 Code
6Q0M @%é;]%eqo']orazu B:DO@ ooogcooelé "Where" (0005@393) £ "Why" (o
s[03¢) [goomad o) (4545305508 gpewscE cdvlonud
° L L § § § § ﬂo oL [ L
Debugging 3007 S06POSM QI 66PNl HE00MMD 326090000
gg g L o q)(‘ i |L§‘J L q)o ﬂ)(‘ LC L I L L
Error Message 22 @e@ Root Cause o emo?ooelomo']n



Read the Error Message
[of o C O o 2] (of C C (e
Developer 32000603 3a4p:ad: 00607 3262200 Error 90§[013:603 02D C 00§ (e
o L L o 1 o °
o C c O C % C (of C
0050030 3l9eLIad 0P WA Stack Overflow &3 §|0dg|C: 2RO
L 1 L 1 [o] 1
C (e C 2] % C cC .. o C C o]
6§>0(G2 Error Message 603 32620(0): (9200 3238160 9005 line 03 (0300000 SHom
0§ C:00Cs 0 |60l

C o o] [o] 2] o o N
M0560) Error Message D00 Root Cause 03 p@ 3266:(13:ad2 6[g400loN

C N
® What: 920 Error 0000020007 (80&:0 - NullPointerException | SyntaxError )

® Where: Stack Trace OE\)QJD 05 Filel 9900 Line Number 09?2

Reproduce the Bug

o ¢ c c, O o s o ) c N
C\'J‘?)(D "©0DE3IDCOoOW" QO G@’.)G].% 630:60:00 GG]_O{]CDSII "0’33038[33 (23cr-plelepplav]
IL (‘ L c ° Lo L0 ° Lo IL °
iI)(D‘?JSO’J GS’B’J?U)’JC\)" GQEG]_OOC\?O(]OII

c o0 C Sy c 0 c 0o c¢c co c S 2
Bug O’.)(D?O? o|QCacC :DODC\'.L) C\?ocx?melc 3 Error 000000000 EIL)O’.O) Steps to
o) o} c c
Reproduce 0? 330)32({1] 206320C C\?O(.ﬂll

[e]

|_w,°

" . cC O C [ [ (‘" [o] o C "]
® "[ogin OQMEC Error 00000000 =elessiitievi=lavaleslbliest]l

" C (e . ocC C C C " o (o] ~ C "] (o]
® "Password g22c0)(G2 Login SO§C Error 00000000" 508 0307 Step [§00loo0dN
o ¢C (of C cocC \ 0 o cCo
MDUOOMED Error c0leamC ©Q00SCI06E), (Cannot Reproduce)l 323 Error 22 BC(@ ©
o N o C s~ O C o C ocC (of C (o4 (o4
[MJpozclen m06:0 §|MH20ad [goesoladoeudn Sle[mpG cnud3e6(g3a6s @ WO
[o] o

E c c o c o ,] c
rror 0OO000000 S?UJ’JO’.L) 3’3610 ﬂae(g(g @lomoqo WOl

o

Divide and Conquer

o

Cod 336@9&6 0000 Q€ 2000 Ad2 AAMOOSSAD V6 LI DDAV E$EPMD
Oce R ;Glc (ﬂq 1° 1 ‘? o 61 iL° ﬂ s ‘?GP L

0DOOMD (L)Cgbz oool

RO - Function A, B, C o[’?gaoc:: Q?(Sslooaﬁ séz)o']océu

1. Function A [G20) 329]§60 Data 960002 000l (956 C A &1 32[gO§Ol?)
C (o

2. Function B [§209 329$¢0 Data 950002 000l (632653 80§ C Root Cause (0 Function
(o] =)
B & ﬂec?o'] Lcj)

o o ¢ o . 0\ c (o o N~
3. Sr]&:) Cm (D(D(DGP GC\')GCD’D(S]CDSII Function B 000 Focus Q)O[(jg GTDG]Or]()II
L L L ° IL L L I L

Rubber Duck Debugging



o C C C o C o c (e o C
3looeom) Developer 0DCs c\)oe.§@sac?oo']u QO$ code 60M @@ HealSeleasions)
o C C o o OC o C 12}
0200 o)moze[nj')oa@ QOGO SCCO01607) Rubber Duck 326000 326§ €2 00D:|Gs
C C C C C
66200020009 code 326[MPC2q C[geCs 326[gePo0 ) D660

1

,_
o
o

C O

C C 2] . o o C Cc
3loneo) Loop 002G00:000dN 3 function (73 database €2 936:@ 63lcoD2000ON ©20PO(YC

o

e

c o, S c. o} c ,] e o cRe, c
program (I)(D?C\?o ﬂCo[QG]-Co C{BG@ 0? ﬂ)&)@ 3060000l SC\? C\?U@Cu 02D 33(\3.?

o C C (o) C (of
3203:0C0lo00dN 396@00 QVPds §PEY c00lon VoIl
L L ] Qo

Logging vs Debugger

® J.ogging (print/console.log): 3lao "Evidence" s“c%éoooo']u "3 Function 00 GGp(YS&g)g
9" " 2] cC O C" O (e (of (of % (of "' o C (o (of
| "Data 602 360000 §oowd" &[G 90d062 03 (3pdomali §29C2(Gs (98
C C o (% (o) (o} (o4 (of C ~0 (o) C
0looudi Bug §Cz[GeagniqC 9003200000 Log 603 (g (a0 3@ cd0looudin Debug
C Co o C L d . (% (% . . C C o C s
3200 06200050009 Log 603 production &0 (40[go git commit €0 [40[4d ©033200
o (o]
clognzal v[goolonzi

C o C

® Debugger: Sf]ooemro) "CCTV @%@éooo" %DqJLO']OOOSII Code (T% Run 6§§C: QVJ|C
N [of o ¢ (% =] [of . [of C O s co
0) 6$6PED M §O (Pause) CVOIGWOI [92610 Variable 00034|Cs06), 00$0:60Q
WO 6(pC2agzad VOO Step-by-step [Mp903 §VlodWdN Logic §O60R:qC
L o L L o I AL o
Debugger 25:07) @emézaﬁ’eztﬂdu (})9% 330[;96 Flutter , Java, C# or(ég;o debugger 609
clolooudin 0oz0¢qC:d 3a6[gepaopd c0eoml

[ . .. oC . ] . o o (2}
t)ooac Scectlon q.fogﬁCer:[ﬁmg Style 320)C: TechmcCal Term qps English e Saa?@lbl
(Béf @ 0?63’3’)0 @@08(73 GG]_SOU)SGOS@DS(S]CD@II

o,

E.n Code Complexity and Maintainability Metrics

Code Quality or% cféé:mepcrgé Qplgﬁ ooé@éqj(ﬁ (Subjective) @(Z‘,OO’)G(DI 08%30@)%2
. . . (% C ocC ocC (o o o o] .
Pz (Objective Metrics) [§Goopd 03C20008C0l00p01 32600 3205:[G|600§ 6000 Metric
33,42 630 013203¢: [oClaopdn
G| L

Cyclomatic Complexity

. C C CcC OoOC . (of (of (of
Function 02033207C30QC §SCE2D Logic meze@:og (Independent Paths) 326§ 3200M
[o] oC C C C ~ O
03 03Czom(gCs [ggo)o']oo@u if, else, for, while, switch case 03236000 Control
. [of (% (%
Flow Statement 4260600 Complexity [§Ce00600 [go0lo0pdN

. C . (o (o C \ o o C o c O
Complexity @gmgeooo Function 000 §2300p0§ 900320 coege@ycz celolcclenleles)

C c _c . C c c C s c
(DGSOOOG]_:? Unit Test GG]_EOO’)SST)UQCC\)ES 33(.\('))(? S(TJSGCDO’]ODEII

® 1 -10: Simple procedure, little risk. (c\)(ﬁé‘%.éeoa’.) 3’36@3366?)



® 11 - 20: More complex, moderate risk.

C C C

® >20: Complex, high risk. (Refactor 000§$ C33200000)

o

Visualizing Complexity

6300 0] Di o€ Decision Point gp:@» 0loCe 03@6 C\’)é°6@)6° s 9OGD?
lagram 3 €C1S10Nn roin %oo § = ° oq.ljo JGI] e

e$20 CCTC.)) cO) E\j(‘:‘,gé(ﬂw CII
PR SRt &



Condition A?

False
True Condition B?
True
‘ I
Do Action X Do Action Y False
Do Action Z

False
True
Loop Action

Maintainability Index




o c oc oc ¢ .. c c c N o c c
Code (Y.L) [ngCOO 3&)@861? (Mamtam) 00006 Q0DM C\(’))OOOROOC\) 3?0’.)3(71) oOa 303@?
S 0to 100 @6 0)(73 (75 @OO@& @08(5]03 C|| 6"(7% 03(75 (TS CD(S 633)(750’]

(Score 0 to ) s 0 q.l ° @ CI f o ql GP 3

C C (o4
33|00 4p) 60lC:000m:0lo00d -
1. Cyclomatic Complexity
2. Lines of Code (LOC): Code 6[npCieq ypeagssgcsi

3. Halstead Volume: Code c303C 09:00226000 Operator G Operand 3266320300l

® Green (85-100): Good maintainability.
® Yellow (65-84): Moderate maintainability.

C \

® Red (< 65): Hard to maintain. (Code O’J @Csﬁ 203(A¢ Error 000 % G@ qp: ODE)

Code Coverage

6§20 3266:(1326000 Metric 00096 Code Coverage [g00la0p5n eqramzamzsom

C [}

Test gz Code base &1 9200600 sp% S|$:00 0Q6:2(3|$C000d (Execute 00003

N o] o oC (of
2003) om0 03E:0000l00 R
L L L
% C C C C o (% ocC C C

Code Coverage [§Ce2(3C200 Bug mC:0C6[npCt 32005500 ©60:8C600000p0:!

ocC o] (of C N (of (of (of C . .
Coverage .§gsof]oo ™ Code 0 e@)czmﬁ [gla?oeﬁ Ga%q)wque@acz (High Risk)

(of (o C C O (of 0 o] (o]
005[ge$0100p0N Standard 3265(4C 80% 320005 §ooni$ 32[03(glec §uloopdn
C d C o [o] [of C U . T o [o] C (‘o o o o C C C
ode Coverage ) 959 33;7309 nit Test qp0p oog:igfoequoofooo}qe&a @(D(OD@II
00 3222(4C Unit Test run [Ge code coverage 50006000056 0d 0300g|0d60:0la0 R0
L1 o 1 o
C C Croe C C

RQued XCode 0QC code coverage 320Q0 oqocbzw)g@o)weu



eoee [ > P el S) Calc ) @ My Mac Test Completed + B

main
B8 R QA @ & OB 8 < 3 ContentView 3 CalcTests 3 CalcApp {} Test calc = @
Cloud @ calc ) < TestCalc ) {} Coverage ) No Selection
®
o Calc Show Test Bundles ()
v & Test Calc Today, 6:56 PM Name Coverage Executable Lines
0 Insights > @ Calc.app —_— 995% 194
v CalculatorKit.framework —_— 98.3% 121
& Tests )
v 3 Calculator.swift ——— 97.7% 86
[ Log ) . )
f Build a variable initialization expression of Calculator.period e 100.0% 1
Ul
variable initialization expression of Calculator.isLastCharacterOperator —_— 100.0% 1
< Clean Today, 6:56 PM
Calculator.displayValue.getter © S—100.0% 3
Calculator.init() —100.0% )
Calculator.input(_:) —100.0% 64
implicit closure #1 in Calculator.input(_:) 0.0% 1
implicit closure #2 in Calculator.input(_:) — 100.0% 1
implicit closure #3 in Calculator.input(_:) —_— 100.0% 1
Calculator.operation(left:right:sign:) —_— 90.0% 10
> 3 CalculatorError.swift —100.0% 7
> 3 CalculatorKitExtensions.swift — —— 100.0% 28
Sl O = =

Ge Defensive Programming and Error Handling

. (% C (o (o ~ O C C o ¢

Software Construction 03C Code 6§20002(§C20000 (D:662C:q 200903 (ORI OFAOM
C (o} C o C o (%
026200 663C265§)(4C ©CdECMUIN 32(gs MD2gp: (External Systems, Users)
cC O coC¢C (o4 [o] [o] (of o C (of C (of o] .
o 0ERMEC D e 3203(4E 0302 6ECSCE 0PN GE:) Defensive
. c

Programming 0 GSTCD@II

. o C o) .
Errorc Handling 320Cs) Indentatl(())r: (meo@3r g.z&f) qP2(Gs 0oDgEME5000320x00!
0O3C Defensive Programming 32QC20Q3) §C300C:620 Format @g E‘ﬁ(\)p_’a @ceoceoz

c
CIDSO“]OO@II

Defensive Programming

"emt)m[?_r:’ ™ eq :qC2002" 200D 3260328, Code 60l User 603 32(g006: 9500607
Data c0pQOWOCY eengmgo'L%Jl Network (0 32(§ 6020C2650001 Database (0 32(g
33@8&)66§905c3 eweoo']$||

L L Lo IL o

; : Q c . Q C . . o ¢c ¢

Defensive Programming &N 328m § 90§ LO]|0eD "Garbage in, nothing out" (saﬁoooc
Q0§ C C0Med:1 Error 0d0(Ge System QOd0a:60972) (O6320C 0ID0R0)
[g®20p5u

Key Techniques:



1. Input Validation (At the Boundary)

OC oC [ C o C o N . C \ O C 2] o]

60007 VD6 ©OCAC 0331:00 HAAUION Function 02033 Data 0Cam(§ &5
S\ [ C [ [ .

om$ §|00g|C: ©06a0:0lN Null [§06§000:1 Format g2es00021 Negative Number 603 O

cs0002 000l 320062062 Logic 66000 OO0 6§I00M|C0$:6 o']@n
§ ° o °L°° g GE) ) ﬁi) (X1I o‘i;o ?

o

2. Guard Clauses (Early Return)

Nested if-else 60D Gaqu[_ges 23200032008 3’36@3’3&? ee%oom% Function 06§
o L o 1 °
(of C C ocC [e) C C C
|05g|C: o@D (Return) 3¢:0ln 3lao Code D wcnelcoooooeo)o']cnoou
o L L o IL

Bad (Deep Nesting)

function processPayment(user) {
if (user != null) {
if (user.hasBalance) {
if (user.isActive) {
// Process Payment logic here...
}
}
}
}

Good (Guard Clauses)

function processPayment(user) {
if (user == null) return;
if (l!user.hasBalance) return;
if ('user.isActive) return;

. C 1]
// Process Payment (Logic o ﬂczogoﬁ[g)

3. Fail Fast

[90&3§3 6$6C (2 QCD’D"O'] SIl 6 QD(T(:) SBOD(SC\)(S (S Data 60D 88’) (')ché
Sl ?Gl L Olpl €9 an el o 11 PF%

cocC o C . [o] [ C
QJ(TJQJC: Error 0DMICLAIMON (Throw Exception) 02 (L)GO’J’)C:U’]OOUOII

-3

c
SBCTE,)(D

Error Handling

Defensive Programming (0 [Jao0§d 6[406320C [03|00C m0Rud0om (4o(Gsi Error
Handling 00602) oOMWd @o%co:)or;)saa'] Application @g 806(7qjeog3363336 (Crash ©
[g06322C) O§28mpPCiom (YO0 0N

1. Graceful Degradation

c ° c c N oc 0 0 Cf(® c coc f]
System 000900 L“momgews’amgl GG]_(I) 320C3M ()(I)Ejg ('Y%J?CD’) DM (Y)OSCg() Il
L L o ° ° L L L L



. . . [% [ =] C (e
Example: Shopping App & Recommendation Engine Q|026$§C App @z Error 00 Bz
o ¢ C " " O N o . o] [o] [ o _C o
000020300 32¢I "Best Sellers” S0 0620 List 09 32025008 e@’)cz[geoga?oooooq“z
N [ C [ O O ¢ [%
Ol User 3264, System ((106§§26000C 9300006 ©0IA0loDzI
° 1 L 1 L IL
2. User-Friendly Messages
o C C s \ . o N
User (0 §7200p009000) 0028 6([guln Technical Term 60 adz0 [qolsy

C ocC C
® Bad: Error 500: NullReferenceException at Line 45. (User G@)(YJOQ’JSO’]C\')QGOD)

® Good: "Something went wrong regarding your request. Please try again later."

3. Logging (For Developers)

U [0} C o C D 1 C 0O C o C
ser 0? OOeG(T{IoQgJ GEP@G]_GOGOQI eveloper 60’6)’330’6)(7360)? 326203000 Q’BS’BOO
C . N C ’] O O C [ C [ "] C
00wl Log File CDEJD e300 (IL%O’.L) 6@@66? ?CDCDGSO)CCD’)SG]_O (S]ew]]
. c oc c R
® Timestamp: O000329|$¢2 @oaooomu
C o C C N
® Context: 9000 User Q565005 @@O’DC\)II (Request ID, User ID)

C (of (of N
® Stack Trace: Code OOOOG@’)CSQJD Error 0000001l

. . . [o] " ° (% " . [o] o GD
Summary: Defer;swe Progran:mlng DON 60.?@&,)0? (Paranoia) 22 S?S@S[Sul
Error Handling 80070 010516 (Responsibility) 09 326(gdaozolooudi

€.50 Documentation and Self-Documenting Code

S ft E . . C C o C o f] C
ortware Engineering OgC 32%91?0)6]?0 OO(D?ﬂO OO@II
"Code tells you HOW, Documentation tells you WHY."

. (o] (of o (o (=] C C (of
Documentation eﬂeoao Codebase 008 "G@(Beor]eoa‘) GOJ‘)S%O[F_)G]:" §C ORO C)O@II Q03
(o C (o (2] (o (o C cC O ¢C
sQPS C\gooopL@zl PSP qp:C\J)o']oaeu Developer 32gP2®200 Code 665 DO
333°00(7500C@ew5m 521 Documentation 6626 & 6°°0905@0']oo 51l 9962 Project
. $ 228 889 Qc:q 23R d

(of (od C cocC (of d t t. (of o eo C (of o (of
D09 Ceemg QO0p08Cq$ documentation 200 33@610[_9003@ saoameogoe@ @@
o']ooeu

o

1. Self-Documenting Code

. C ocC ocC [ o C C N
Documentation 661861§ SDQJ§GGOZ§CO']()’JI 33600’)08&?3 c?@%\')&)g?') Self-Documenting

o (‘o [ C o [o] [ O (o] [ C C

Code GGP@CQ @(DCD@II Comment qPo(Y.L) (.OCD(DGP BC\?CDI Code (Y.B O%)I_O)(D(fs (Jos)

) c o ¢ c ¢ . c ,.] c
OOO?OIL)O (DUJC\?(TJOD@<J§9 §3o(\)86§610 Qell



Key Principles:

® Intent-Revealing Names: Variable @eéooé jroslosslavl aééoo’.)oorf) "CDCTJ)L\?{)&
3" (Intent) 03 66H[JOOGO I
(Intent) > C200

o

. . c o e oc c )
® Avoid Magic Numbers: 000§:6090) 33203C2 ©2920lsCi Constant 6[mpo0(Gs

C C o °
§70p00009:011
. o C C o .
® Type Safety: TypeScript el Type definition Ps30D0 326030C330¢ Documentation gps
(% C o [ [¢] C O Co C oo O 00O0C
@@@OO@II interface 00QUD0D type D @cooo @C Data Oo™M CDG]&C
o L L o L L o L L JIL

C
cloogdu
Example (TypeScript):

Bad Code (Cryptic & Magic Numbers)

// OO’J(\?(S(JQ%E eogql 86400 oo 0D e&%sll Type oo any @or)e,%oaé
function c(d: any): number {

return d x 86400;
¥

Good Code (Self-Documenting)

const SECONDS_IN_DAY = 86400;

function convertDaysToSeconds(days: number): number {
return days * SECONDS_IN_DAY;
¥

2. The Art of Code Comments

C C (of (=) ocC (of C
Comment eqs@czoa@ F2$0PM oooaeL;o']u saqps[_g: 6q:03Cs weomE:ol &209C36$

620D Comment (Outdated Comment) Ooé Comment e%’]oo’.)ooofc) (?SL%SOI]OOéII

Rule of Thumb
Code 0 "What" (9300006503) 0 6[(p(ge$[qz00: (4000093203001 Comment 03¢
[o] O ¢ N

"Why" (oooe@’)é, 3 a@z@orc)mm 0J0QO) eﬁz)oooo'%o eelzo']u

—
-

Example (TypeScript):

// Bad Comment (Redundant)

. o o (o
// 1 09 1 0920
i++;

// Bad Comment (Explaining Syntax)
// Loop through the list backward



for (let i = items.length - 1; i >=0; i—) { ... }

// Good Comment (Explaining Business Logic / Why)

// We iterate backward because removing items from the array while iterating forward
// would shift indices and cause a bug in item processing.

for (let i = items.length - 1; i >=0; i—) { ... }

. o ¢ OoC o o ¢ C O C C
Warning: Code 03 [JC03C Comment M0l c300(gC®@ ©6¢0lsCi Code SC Comment
O C © C ocC C [of
00305p3602700) 34§00 [Jonog 0000 6ol

3. Al-Assisted Documentation

(06§690503C Documentation 6§:§pg Al Tools (ChatGPT, Copilot, GitHub Copilot)
Q200 320§ FPO:C0NEITD COMECMEP: [§OA0I20p0N Developer yps G|Czq
o

c o Al e ,oc ,] C
CD@ SBCYL)O(T.B m ('YI.EEBGOO%CO OO@II

1. Generate JSDoc/TSDoc: Function 0003? 6613[9:0']00 Al (7% "Write JSDoc for this
function" 09 SCCOMAI|E P t :SC Return T 0 §Csfqoonzeon
unction ? 9 (: D Cb’LIC ararile er Q{Po]gc eurncype qPo 7 ﬂ o@ °
Comment GP:0) OMFOCs30CE eq:eozaf.co']ooeu
2. Explain Complex Regex: §0600: Regular E i 20 Al 0 qcz[gdcs[de
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function calculateDiscount(price: number, type: 'vip' | 'regular'): number {
return type === 'vip' ? price % 0.8 : price * 0.95;

}
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* Calculates the final price after applying a discount based on user type.

* @param price - The original price of the item.

* @param type - The classification of the customer ('vip' gets 20%, 'regular' gets 5%).
* @returns The final price after discount.



*/
function calculateDiscount(price: number, type: 'vip' | 'regular'): number {
return type === 'vip' ? price % 0.8 : price * 0.95;
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The Testing Pyramid

Ul / End-to-End Tests
(10%)
Slow, expensive, brittle

Integration Tests (20%)
Test component
connections

Unit Tests (70%)
Fast, cheap, should be
majority
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// src/cart.ts
export function calculateTotal(items: { price: number; qty: number }[]1): number {
return items.reduce((total, item) => total + item.price * item.qty, 0);

}

// tests/cart.test.ts
import { calculateTotal } from '../src/cart';



describe('Cart Calculator', () => {
it('should calculate total price correctly', () => {
const items = [
{ price: 100, qty: 2 }, // 200
{ price: 50, qty: 1} // 50
1

expect(calculateTotal(items)).toBe(250);
1)
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expect(calculateTotal([])).toBe(0);
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Here is the rewritten section for 7.8 Feature Flags, matching the tone, writing style, and

formatting of your existing content.
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function checkout(cart: Cart, user: User) {
// Low-level detail (Checking email regex)
if (luser.email.includes('@")) {
throw new Error("Invalid Email");

}

// High-level logic
const total = cart.items.reduce((sum, item) => sum + item.price, 0);

// Low-level detail (Direct DB query)
db.query("INSERT INTO orders ...", [total, user.idl);

// Low-level detail (Email sending implementation)
const transporter = nodemailer.createTransport({ ... });



transporter.sendMail({ to: user.email, subject: "Order Placed" });

Good Example (SLAP Applied)
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function checkout(cart: Cart, user: User) {
validateUser(user); // High-level
const total = calculateTotal(cart); // High-level
saveOrderToDatabase(total, user); // High-level
sendConfirmationEmail(user); // High-Tlevel

}
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1 1
function validateUser(user: User) {
if (luser.email.includes('@')) throw new Error("Invalid Email");

}

// ... other functions
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"The biggest hurdle is the people and the process change that goes with it. It's not the
technology."
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20.9 Planning and Tracking

Velocity (32§532075)
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® Sprint 1: 20 Points
® Sprint 2: 24 Points
® Sprint 3: 18 Points
® Average Velocity = ~21 Points
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20.G6.2 Team Topologies Evolution
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20.6. | The Role of "Full Stack" in Stream-Aligned Teams
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20.9) Stakeholder Management & RACI Matrix
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20.0 Change & Configuration Management
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* Software Engineering is about People first, then Process, then Tools
* High-performing teams are designed, not accidentally formed
* In the Al era, management focus shifts from *“writing code® to **validating

value”
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1. Quality Assurance (QA) - "Process Focus"
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Quality Management

QC (Control)
Product Focused
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22. | Quality Management Systems (QMS) & Automation
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Practical QA: Automation Strategy
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. [¢] c o . o . . [}
1. Code Review 02 2200QY AV (Github PR eei{Cleval] Pair Programming a?secooz)u
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1. Bug 602§/C 9200Q) ©0D006:00CO 0 (Jira Workflow)li
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Local Environment Automation (Git Hooks)
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Q0200
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® .git/hooks/pre-commit : Commit EQ00C Coding Standard (Lint) ®®eeog[§cz| Secret
C [
Key gps: 0loo] oossns(gca

o (of C . (of
® _git/hooks/pre-push : Code QP02 Server 60l ©ODCaC Unit Test qJrs Run @czu

® Tool: Shell script qJrs (‘T%QSO%(SGGF@@:%O)’J: NodelS project Q{PGBOQOVS Husky (750%
6000 library 20 3205:[g|SC20p0I

CI/CD Automation (Github Actions)
Developer 05 (Local) 03C 006502((2600500081 Server 60l6epm0p)325] 006
0O630:q$ 3320000
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® Branch GOT&IEOO&?[SO Auto Deployment Q0 @Coll
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Pull Request 0OCAOPOSC Unit Test, Lint 0207 3200326 PMD Run @Cou

Note: QA 325062020 M 33)"()8"@&00(730) ® (System) 09 02206300 NNOE$
ote: Q S 8 TR e ° ‘? (System) L t’)_,D °61§
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(A) Process Metrics (QA / Engineering Flow)

) Metri . c T € _ _Co <. €, 0 ,] c
3 Metrics 6“’)0008 eam 33(.\?0(\?0? 6ONCIEMNIC3 D BODO OC)@II

. . C o . © O C (%
® (Code Review Turnaround Time: Pull Request 0OO3M Review [93(3 OOOOGC\)’)OO@)
S Co [of D 1. o o o] (%
20031 ([13p0R§:6.C Delivery 65260959 §65$3000)II

® PR Rejection Rate: Review &0 Reject @0305 PR saqj’[zsamsu ([QCC:C\QCGI(S Coding

Standard o) (‘R . ¢ Connbo O oc c
andar O%@O?O’J equiremen @ﬂCoC\)Coﬁf ﬂGc?%COD@)II

® Automation Gate Pass Rate: CI Pipeline 2 Test, Lint, Build Orcéofcé Oooc)erlooéz Pass
@0306 33(|:320:l (Quality Gat 2 320000000000M @oooo C)u
2 329|° ° uaitty € qps L1 i1 2

(B) Product Quality Metrics (QC / Outcome)
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® Defect Density: Code 3260032002 (KLOC) 00030320300 Bug 900089 09002003

N

® Escaped Defects: QA Environment 2 680’8005 Production €00 602§ 0D Bug
o] O CoO

C . C C
326§ 320)MlI (QA Eftectiveness D o?meL]mBooooe)u
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(C) DevOps & Stability Metrics (System Health)
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1. Deployment Frequency (0’3056(\)’.)06 e@oem Deploy mog:oom)

) . c ¢ oc
1. Lead Time for Changes (Idea © Production 6§p00§)$ @3%]*%)

1. Change Failure Rate (Deploy C\?(C)Or% ¢ Error OOO’J&H 2)

1. Mean Time to Restore (MTTR) (Error @&@Jé @%@é&ﬁ @’)qﬁ)

Key Insight:
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33.G Modern Startup Engineering Maturity Model

(of (of C [e) (of ocC ocC ocC C
Software Team 0DO9€N QGO DYD 630MUIZ00C: ooczmogco']ooeu
L o L L L L
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Level 1: Initial (Hero Driven)

Status: No CI/CD, Hero Dev.

(o] cC O . 2] o
336@326?: Process oqll Developer 60 Sleaalevieny Project E.jz:)g):o))emzll Developer
[ [% C [% C C C o o e 0 C
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Testing: Developer DLOMED O?OOtDezbz 33&306@0000 0DEC [92[9”

Level 2: Managed (Basic Tooling)

Status: Jira + Basic CI.

326(33265: Project 0009§|C:060 Plan §0(qQu Task 60907 Jira/Trello [§C

1
[ [of C C o C C . . C [ .
©0D020500C0 I Code push QMEC Build pass/fail 6000MMO 06036200 Basic
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Automation § Q022001

Testing: Manual Tester (QC) ﬁmgéeo&gm 5S¢l Development @?O:D <D0388:)86(\°)§
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Level 3: Defined (Standardization)

Status: Standard branching, code review, test strategy.
C o o ¢ C o C .
3as|§3ae§: Team 0203V CVM§IO Y Standard gPz §A00001 Code Review
C C (o (% C (o C . o (of

ehjey) e@o)eec? QOO 3230C (Mandatory) @@C\Dw@u Gitflow e lClbales) Trunk-
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Level 4: Quantitatively Managed (Metrics Driven)

Status: Metrics (Deployment Frequency, Lead Time, Change Failure Rate).

326[33265: 3200 (09.9) 03C 696200 Metrics g0 3205:(q)(Gs Data [9C
© o C ~ C C oqe o C ocC o C
0©03$220001 Speed SC Stability 0D €|006320C Q0§30

Level 5: Optimizing (Continuous Improvement)



® Status: Continuous improvement + Root Cause Analysis (RCA) culture.

* 36[3:65: (o (022003 20CLIOEP (Learning Opportunity) 32(4o §
C (o C [of (2] . o]
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00563000520

‘ Level 1Hero Dev Level 2Jira + Basic Cl —> Level 3Process + Strategy —> Level 4Metrics (DORA) Level 5RCA Culture

32.9) Practical QC: Testing Terminology
QC Oaé Product 0’% ®036&33[§68 (Product Validation) @ogat)éll "Testing C\?Bwé" 0
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2. Functional Testing Types (CQ06300C3|Myp:ad 006303(3C2)

(A) Smoke Testing (Build Verification Testing)
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('DG]_C 68?3(1800(\7)3)07)8 Il Software CD‘D?C\)S@'] 3’36618
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® Concept: "03900

o
D =
o~

® Scenario: Deployment QB@z@quéz Web Application %)(Z‘,e%)c:n Login oé&iqeql
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Database connect 900 ®®G&DS[§CSII
. C [ Y . C o] C (e o ¢ [of C
® Why: Login 6000C 0C0§)0) Build 00090 eombs 32620:000 Test CVVESEC
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(B) Sanity Testing
[of o] C O Cfo C o C C C (e [of a
® Concept: Bug 0003M @CC\?OOBSGQO’J (OCL%) Feature 320000003 oog[gze@ml @
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® Difference: Smoke Testing 00 000909:0) 3260105 (Shallow and Wide) ©00m(go(Ger
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Sanity 00 @CC\?mq_}ef,spo? 326200:000 (Narrow and Deep) ©©020 @ox)a@u

(C) Regression Testing

C (od (of cC O C (of cofre (of
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C C (of C (of (of (of
c0Q qjmeogooe@oco 600gP63NE ®®eeo°@c:u @D:D@u



® Scenario: Payment function 83&30300[3_’3:0%(7303)6@3@ 8361&%@00’) "Add to Cart"
function SBC\?(SBC\?(SGCD?CTJ)(:{I)I_S 9@0363306 03)8&%361%"
® Note: Regression Testing Ooé C\Ijlcjsém&cgd& 333,]’%33&3%0’9%03@6 Automated
Testing 03 32600 32022600 656P(OV A
(D) User Acceptance Testing (UAT)

® Concept: Developer SC Tester 4ps ©06202((2a00 Product 09 320$00000D 320d2(q|

el

eé Client (ofé) End User (7%050%6 OMS %&J é’]ee] 068 ooo@cr @oaooeu
(E) Observability Testing
® Error @03616 Alert 00098000 Logs 60Q 9%99% 0303830:@&3 @o%ooéu
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J Non-Functional Testing (ogeoeao:cqen? 0063)0500)
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Feature 32000000§)(4G ©0d60000li System &)l Behavior 03 006502q$ 33200000
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® Stress Testing: System §), Break point o 0J|C
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® Security Testing: Vulnerabilities q[rs (SQL Injection, XSS) §e§] ®08€&)3[§63|I
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o2 Testing Methods (O)O)Ga):(e §8:0§0qp:)

® Black-box Testing: 33086((.:)6 Code 0'% e@écﬁl User 33@6@6 Input ooé| Output
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® White-box Testing: 3’20’3&8(1308 Logic, Branching, Code Structure qpo% 03@ 006508
@&u (Unit Testing 6§62 Developer qp: 0O C)u
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99.6 Software Reviews and Audits
Code 6§[Q2 0OE62D2(gC20MI ©6§EAC WLUI0 6QEESOD OOED:[FCIM
c 0o co _ ¢ ¢
M$0| 00> YOOI I
1. Software Reviews (Peer Reviews)

® Walkthrough: 6§:a00:0900M J:6500C[G2 MqI$090960305 AOM(yomyjj2i

° L

(Knowledge Sharing 20602 iz)so%oaé)ll

® [Inspection: 32620:000 ®OSGSO:OJ’)&1T |31 (Code Review in Pull Request)ll



1. Software Audits

o ¢ [ % \ C . o (%
* 3lneom MWL) Team M ) VLIV [GCO 323200z (External Auditor) 2300200
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22.9 Defect Management
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Confirmed
Dev Assigned Not a Bug Fix Later
Coding
Dev Done
QA Pass QA Fail

Release

C
¢ New: Bug ©6000000II
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(2] C C
® Open: Team Lead o0 Bug 3200 090060702 ©006202(Gt 32002040000
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® Assigned: Developer ealol=valealesiesalel-1=0{ealb0))



® Fixed: Developer ™ Bé@z@ll
® Verified: QA ™ [§$0003 3250C6(JodwdII

c _C C C cocC C
® Reopened: QA ™M [g§®®033 %mcee@ewzorezu B§[§c?03mwll

392.0 Root Cause Analysis (RCA) - The 'S Whys"

SQA el 350000§2000 Bug 03 [§C§) (Fixing) 0000931 6§7000003] 0006(go6320C
QU5 (gt (Prevention) (000N G023 MDORUOES "5 Whys" $00200620) 0d26)
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Scenario: User 0006000 Checkout 09003323 Error 0006500001
C o
1. Why? System Crash @OOQ’J:(\BII (Symptom)
® Solution: Restart server. (Temporary Fix)
1. Why? user object 0 null @OSG§Q%II
® Solution: Add null check.

1. Why? User Data 053 API (106§ Q08209000 6§50
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1. Why? API Call 00 Network Timeout @@Qg)zmp I

1. Why? (Root Cause) API Client o0 Network Failure @]ogqé @%@ézo@ (Retry Mechanism)
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1. Metrics (Process, Product, Stability) qu% 0%50’3‘)@ Level 4 Of?) GGPO’SGSBOCC:
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3 |.2 Proactive vs. Reactive Risk Strategies
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Reactive Strategy (6:6000Cy 82[Go:2000[3€2)
C C o C C ~ (o] [of
[gooog 00005 (oo 0§ E:0) §pd20020l Software 600DMEI607)
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® coma: Risk Analysis (O0Q 323]§60:§ 60001 0DMWI [O00§D COMD0HT2S
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2J-J Risk Identification, Analysis, and Prioritization
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2. Risk Analysis
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3. Risk Prioritization
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4. Response Planning
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Ju Risk Analysis & Ownership (ao% o0 G(\)C\DBC )
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Risk Register Example:

Risk Description Probability Impact Owner Status

Key Dev leaves Medium High Tech Lead Mitigating (Documentation)
API downtime High Medium Backend Team Monitoring (Health Checks)
Server Cost Overrun Medium Low Project Manager Ignored
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M Risk Prioritization (asmseos @mgmmem@cs)
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® Low Probability + Low Impact: C\)oacq”[JGL]OO’) 200

Risk Map Example:

Impact \ Probability Low Medium High
High Monitor Plan Action Now
Medium Ignore Monitor Plan

Low Ignore Ignore Monitor



2R Risk Mitigation, Monitoring, and Management (RMMM)
Risk 60905 03(Q 80§ C 900000 03 (4§65 (Response Strategy) 002 adz(godgulewdn
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1. Avoidance (GGPE:GPSBE::)

[ [¢] o

C o
Risk [§06000) 32603 C26C:03 0920 ©LOEP00om0l
[¢] o C . [e]
Example'* §pj O@ 32000000 M i)?zqc RloSk qPiewd C\'L% ulbleoqcn ogje oqjcb o008
§@ 0p» 360UNCS ooo e@') Hou) sHevlga oooemgo']u

2. Mitigation (6cqR3|(3€2)
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2G.0 Web Security: XSS & CSRF
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3. Auto-submit Form (Transfer Money)

\4

Browser sends Bank's Cookie automatically

4. Check Cookie (Valid) -> [Transfer Success (Hacked!)

O

Fix: Check CSRF Token.
Attacker doesn't know the token

I

User MaliciousSite Bank

QIWT (Y SON Web Token) Implementation Faults

. . [of (o] o C (of N C [e])
Stateless Authentication 320000 JWT o9 oaz@eoeom 35§ WO4P20Y 3G|VEY ol
(o] L L o o o o 1

c
(0n]00]]

o N o C (e
® Algorithm None Attack: Hacker 00 JWT Header e {"alg": "none"} QJ GB’)C:[S:
. oC o cC O ¢C % C N CoO C C
Signature 320C207 [§|0>000§)C1 Backend 00 000650205 C0MS600>0looWdN

® Weak Secret: HMAC Secret key 0’% @eé@z words ( secret , password123 ) 6030008
C N cC O C C
§)C Brute Force $ 6@>00Q) C\gooo']oooou

® Mitigation:
. o .. C
® [ibrary 609D algorithm: none O?dlsabled C\?oooozo']u

® Secret Key 0’% Zaﬂé@ (random 32 chars+) sozoli

Validating Claims: exp (Expiration) c% iss (Issuer) (7% Sa[g 000l

G. CORS vs CSP (Browser Security Headers)

. [of =} o] C
Web Security 2 eo']e@o) Header [_9 J? ﬂo']oooou

CORS (Cross-Origin Resource Sharing)



. C [o}
Browser 00 Domain ©02§C (Example: frontend. com (06§ api.backend.com 0?) APl g3l
C
el eeogo']dl?zu

c

o c
Backend 00O Access-Control-Allow-Origin: https://frontend.com C\B§g[§leozgg 610110’3()0"

o o C [ N\ .
® Danger: Access-Control-Allow-0rigin: x* (Any)C\%G()SQ?(DGlCI Hacker 9, Site gal=

C o C [*] C (2] o] (o] ocC C
Q0O BWY API 03 cvezesl [Ge User data $203 qagozolaSoeudi

CSP (Content Security Policy)

(o] co (of o C (od o C [of . .
XSS 03 000MUdQ 3emCiads mooc?mo']u ORW) Page eo'@r_) 9505 Domain 00 Script
[e RN C cC O (of (of
609050 Run zgg@lewe?ooo ooooejsoooooo']n

L4 Example: Content-Security-Policy: script-src 'self' https://trusted.cdn.com;

f]o c . o o c o c ¢
L4 33?610 Hacker 00 <script src="hacker.com/evil.js"> C\g(I)@C\?OOGlC Browser 00
C C ocC C
Block 090000la566001

26.@ DevSecOps Pipeline

o]

. [} C o C ~ C . o
Security 0 6§2003030 ©0©OD! Development 3230C30¢ 6D Checkpoint 603 30ons0mali

Automated Security Checks

Developer }»CommitA»{ Git H Secret Scan }——{ Code Scan H Dependency Scan H Container Build H Image Scan H Attack Simulation }—Passa{ Deploy H Runtime Security

1. Pre-commit Hook: Developer 0306619‘3 Code ©00CaC Secret Key ol e0l 3361&0)0500&5"

(Tool: Talisman, GitLeaks )

I. SAST (Static Application Security Testing): Code 03 © Run 93 005(§2 326:6p0MII
(Tool: sonarqQube )

1. SCA (Software Composition Analysis): O?OO’)UB Library Clesl-a 3260l
(Vulnerability) § 00z ©®001 (Tool: snyk , Dependabot )

1. DAST (Dynamic Application Security Testing): App (T% 0omUd Run @‘; Sa[gcc:oo&?
Hacker C\Qe O’%O’S%O’S@é@ OO0l (Tool: owasp zApP )

9G.200 Summary
=} C NN =] o C (o} C C C C
83985:00 6[(P307 326403202 323|607 [463)|O[3pqe3Cl
o o 2] c O c c
1. Security by Design: (G20 c0p003 06021 320000p0:m ©p2nz0li

o e o C N o} S
1. Least Privilege: QQVEQDMO sosoli 00c0sl



I Validate Inputs: User 830 0300000 60d0lén 32(g 000l
oy [o] C N o C
1. Encrypt Sensitive Data: Data 0D 320000 ew):o']iu Password D Hash C\?O()’]u
. . C om [of c O C [of (o o C o
1. Audit Logs: 930(40a0:05 [4$[mpoa3e320¢C ©od06:00C0me0l
Security &(:z)ofn "Destination" (0%80?_)&) QU?O‘SO']dI:BSI "Journey" (aglzoé) @oc)or]OOOSII

K oc . ¢ ¢ c o) c c o c. oc.,
Hacker GUCJ)(TJ €§°(DLCO §eo®603333®60’6) ?PG?@OOC\'L)I (EJJ:?GUJ’JU%(TJC\)@D GiU?Co

5
Update 090656 &00l1

. . . C C C o C o c C
Final Advice: "Paranoid @o)ooo 6 C:0looVdIl ™00 Code ) IDLONY VEWIM

ocC (o] C o (of N
2E0lon:d onvdsomoL 30edg|M eeosoku"
L IL lo o ] o






. C (6 o c ¢ c (e c c c c_¢
Software project O’J(DS [98&?3&3) e c 33(.\')0[9°OU)°@C° GO’JUJO']II 3361?0’)0’)030’8C
c
C

software lifecycle &0 32 c@aeﬁr MD$M|@ oo/samosacsao 32 30° 3386%;0
ware lifecycle €1 oqpb(opapest opgojed) qpeap: 3aQC:
maintenance <J§C°: evolution @0)0000038" Software system gﬁ oL)oL)GO’]CO(Te§()’.]J®6‘lO’J (cost)
o C C [ O O . . C
236UI0D F2CV03CI0: (effort) €1 50% © ©0% 3205073 maintenance/evolution 320300
oa ®eloooooo&3’ (TCO ooooeoooeofreoo@j Qﬁepec‘sﬁ m@r&coae)u gﬁsaa§
OOC maintenance (post deployment change) 00 33@01030‘.1]00@:? ODOD @ evolution (feature
growth) o?meo oop_’gogooo)eomomal maintenance saqjlozamoqpol legacy system qpoo?

o

oc c c C € 080 Csxo O c c c
(Y.BC(T(.))LD(B‘JSCQI software gﬁ CD('DUJGSO? (DBS«?O%(BU.B 3’36@303 em[gog_)zo']ewu

M o (of 0O €
:)3.:) aintenance rw??muoeloo

(of (o] (=] C " (2] 9" (o] (of C r] (o (o C

Software 00007 eslz[ggogozqc @b oS} oocoooo@o OO CIMUOCISM 3296 O
. (o] (o]

om0l "Build Once, Run Forever" Celesy) ec}]o']qJL:n

o]

Software Lifecycle OO(DSL\) 61 (Y).?(QJO)QOO (Total Cost of Ownership - TCO)

FSO

[
R

Q?(DG]_C
® Development Cost (661800033) M 20-40% 60O %0)050103(18"

® Maintenance Cost ([G|[C008:056:3) 0 60-80% 60300 §02020lEDWON

oc
§:8

) c o - c _ ¢ co

0232:0000:5 OVO ']()II (0]00]0p) c‘fi()’.) OC):? 0000 60 QGOGLDI 80(0 | C({)ZI

O((:)Gﬂ?(cée GO’gOC) ‘J§05$§~T[§8 QODSC\%(YSG]_(S OOOGQ?JowOO (1)4:]]'3033300’3030 UJ(X)II

Qo
3~
6
0
C

C . o ¢C 2] (% 2] S
9706[03pC Maintenance ©§00603 360000 [NJ:6§6000C

1. Technical Debt (§p5:0p30Cep 326[M2)
O (e [of

Code eelzo?%zoo "@%qé @zeep" SOLL]: @mméz§ézeog d’?gémeoy Variable Name

L

[o] N N ~
csO0M GO’JO’JGTJ 6023000601 Test 60D GGG]_SSO’J’)GO’JO’J’) "3’36' 3" ODOO’JSO’J’)§ UJOr]
o L O° o o o ° o IL °o IL

c
(0n]00]]

cocC [ C N \ 0 o] O [ [ C o A C
6§000C: [g$[§Copzas] 353 3a6(mie03m) 320724, 326 C: 601C:300§003010N a06§
0 $§4,(G2000 32000Mm Code 607 §06509T2GM § $I§6CNM [0POFRECTlEdWON

]

2. Staff Turnover (00326[(pC23200)

C NN C (=] C C \ o
9§ Ct 662907 Developer 609 0QHIFM2(Gs CYOOE0R GEPADCN T3 System )

co ocC C
c?’)gC\')[’J_’D(Ig 3’3%]§608610’]O’303II
o C ~ C (of O Co C
Bus Factor Q 63l0loo VS Team O™ Key Person 00060 M 002300M3§)§ C (Bus)!

Project § 0032200008 S0 ©D:02:§0l00dN Documentation 620gP ©§§C CVODOER

o ) [ @]

3200 Célo']()n
(o]



3. Software Aging (Erosion)

C s [ C C C C C
Software 60300 0ME ([YOEVLL) EUIMC2§6:932:0000]0OWON

\ \ \

Code 6™ «ae@)ézeoeu:m Q0 02203000207 OS 601 Library 6031 Third-party AP 60)

o

[} o

C C C o o C C (% (o} C .
o 6[gpCiognzonadolonudi 3'16030? QOm6[JCqC (Upgrade ©000§C) Security [§aoogd
N o

(of (2] C o o C ocC (of
ep oooomo[gz 6§ 3D:eD 0920§6020) 3200 @o)og’)zc%cd]oooau

o

29). | Types of Maintenance
. [¢] [of [of . (o
Maintenance DO Q0 [Qcooo (Bug Fix) 1) 90005 VWD 050l oozl saem 330025 G em
§SlonuSi
1. Corrective Maintenance (SBQJ;): Béa)&@é:)
System & Bug GO%)OC\%I 3']990?06 Error OOO’SC\(?) Oé@émor]"
(o] C [ C o . .
® Urgent: Server Down 93¢0 §|m3qCs ao[Ceome|s (Firefighting)n

° c o c c N o 0 O c
® Non-urgent: (D’D(\?SGO']CS QJ:.)’DSG?OJ)O.L?’I Ul t?@gt?&?g C\gG?UD’D(IL)O C\?E{”_S 63236303 [QC

(o) (o) o
C\%G]_OO’JE:”I_OII
33206 Cod li )
33’5(3 P! Q:”'.) G<§O’JOD &)GlCGUJ’J ode Qua 1ty GGO’J'.)C CU @(DLO Q:”') 0 O’)ODII

2. Adaptive Maintenance (C\cénssoqpésag @036333& @&@68)
[o] (o] C (of C . C (o) o ¢
Software &0 32602 ©§0loRzn 3leveL) VEDOS:MC (Environment) 6[gPC:aEAT AN
c i) 1 i) IL o (o] e L
[gcsomaln
00 -

o o ¢C % C [o I % C C
® i0S version 26 QDAY 030 App O Crash (4026 C AOM[GEQLUIN

lo L o

® Cloud Provider 0 API 3260mC: 0(% 806(\% C\) API 32000 e@pc SNk qeoou

O

c N c o c
® (Government Tax 8068 GB’)CSOQ’)S O Code 0O 8’) ‘33§ 08 (f GEPC‘SG]_GOOII

. . ] [+ [ € o [
3. Perfective Maintenance (?GO’DC:GS‘DC ge:e@c:)

sl 3000 34p:ad: (50% e C) @o%ooorg(ﬂmof)u User 60D Feature 32000 093¢
L qPeR: NP 0 el

[e) (of [e) C cC O (o) cC O C
31 3loeun0d Performance o[§§qjcm| UI 0cog|Cad @cqoooeood]u
lo 1 L L Io L 1 [ o

"Software 0D eeweqjéz GE{)ESC\56§61905" (Software must evolve) 8:%0’3 ODGO’J’)OOGT)‘;O']

N

ol



4. Preventive Maintenance (@lm& rmag(f)@f::)

c o} c c ¢ _oc c c (o c
S’BELD (<laval={aval=el0b) CTJ’)@ODD:?’JQJQ GﬂGO@Q;)I 6§DCU)®§J CE(TQ) GGST)(TJGS’B’.)C @l_(.\'t)o

00220200l
PY R f t . . C d (o} o (‘u C [of o
efactoring: Code 60 §06$000M §C:630C @:?eelooo:)u
C C C C
[ ] 1 . o o
Documentation: 900006:607 [g§[gpo6e0m1
. coc c . o c

® Security Patches: Hacker 60) P6WIMSCE3DC Library clesles) Update @co:ooozooou

3laflzeonm C006s00$:60 User 320000 006 0023020 0860001 66§20 System OO
"Ul° 5 f c? L'§°J . ser o N [ A A 1 ﬂ s 6ﬁ]lg_,:)J ystem €9

q‘%gmeta (Healthy) 0loodi

. C s C C
Maintenance 32000 3604 (8§95:6(g)

5%
20%

Perfective (Feature saooog/Performance)

Adaptive (Environment 3?6@')6333&5)
559 Corrective (Bug mego:@f::)

Preventive (Refactoring)

20%

26).9 Legacy Systems: Strategies for Re-engineering and Migration

L S [e) (‘o (‘o N o o 90 C C (of (2]
egacy System SO0 §@°oeoemcoeog§oeqooooa@ol @cqemeoeog YD
C [of (o] C C [e) ~ 2] (o) C
3200 saqezsaeqzo']m QIOd0OCT 60 System @zeoaoo calUlon oI
(¢] [ lo o O L

(od (od IN C (=] . [e] ~ (o)
"000:@005C:6§6.0) onc'so)[F_r_]:" colil Documentation 0§1 6q20C) 6§ 60! Code D I
(‘IL c o A o o o 1 o L 1 o
V0W§: ©336000) zae@e,aec?q“zo']u
L1 38

L System 60009 OICODVOM $092006: (Strategies) 60D UlodVOII
egacy System 60900 MCORLOW $DO3CVW: (Strategies) 603 §)

1. Encapsulate ((?3:0:7)8(\":)05)@6:)

. c c ¢ _¢ c \ € SAa A&
3200 Code 609 3WOECNM OO e@ceoo?o oT%s'aeonec? API 32000 0003 3[93

o 0 ¢
LI_OSL\?(T.)CYJ’D()f]II



N (o}

\ c C c o o
O &)(T)O%)ODOQSBOQO’J 3200 JGJOG?UJ’DO? GCI)GO’J'Q(),]

N

]

32[4Cey (Client) 0 API 35000

0|
iL

2. Rehosting (Lift and Shift)

Code or% e[géo']orl?zu eﬂeoeo@ Server saeooof::@z eoTooe§ Cloud (AWS, Azure) eoTegL
QSomli

c c c o ¢ c c
g 33)8033?](7)2 Eﬁoooau Data Center 0)610.) jovloniovnio val{SI0w]|
<]

° mz§ésqja3: Cloud Native Features (Scaling, Managed Services) GOQOPB 33[9@:330 o
23:8E0l o0z
L L IL
3. Strangler Fig Pattern (ooco%soé §é8qj||_0)‘))
o

C [ C C =] [ [ C N [ C (e C C 2] o
200§20CM 20OVE(NJ000CH sUOEHR$ §DVOD(Ge 02(gpd:(ypd: [MJzagnaonad

qjjzol

C (6 o0 c ¢ c C o\ c o c
System SBGMCS[_BSO? QJ(DQJCS (.(“(T.)GO(DOI Feature 33&303608(7[) System 32000

. . N C C (% C

(Microservices) 326§$, 60030068 00093|C ©6a00000lEDWONN [1PCXDE0) System
3260 C2eD VOOEP VY $E070Y F29|$07|9 32(G20000 GMDLOOASAENVNN
R. k Co ° [of C o o Co (o} o C "] C

isk 32502028, 326320C(4CaD2 $p02006: [§OOloWdN
4. Full Replacement (Big Bang)

(of o] o (of C (e C (of
3260NC:) 0020 §ADLO(G: 32000 [g§eq:omdl
L L
® Risk 324qpsad20lil Project 600 cOCA0:0:00M O[Mgpodad (Gl (13p60 Business

. Ay [ C ’] C 2] C C C
Logic 603 09600 [§000050la00dH Netscape Browser 090 3§00:00626[03pC
C C Y C
6qQJ:mOdM 6P W0loowdI
(¢} (0] ° IL

26).¢ Software Reuse and Component-Based Development

Software GG]_?.CDQS &%CD’D '33&308 CBCD(EG?CD’D QLDCT(:)Or]CTJSII CDE:HDS 8618|§SQDSGUJ
: o0 C C : C (‘"- IL s~ O © C
(Libraries, Frameworks, Components) o B:?C\De 0D030COM (Assemble) §°(L)q)Lor]O’J(DII

o N \ =} o] C (of C s . o
Software Reuse DO 333lolon "ode 0D 32200 @c?eogci" (Don't Reinvent the Wheel) D
\ o \
o3 03050101
Pros (saazanq_lrﬁ)
CcC OoC o

“ o (o (o o . o ¢ (o (of =)
® Time: (D(DOJCGGT‘ZG]_C 200 @DQLD Feature 0D lerary CD%C\D(DG]_C 0] G]_('D [930338
L L ° L L1 ° o

4

oc c
%CUJ(DII



® Reliability: Open Source Library @eé@zeog (RUED - React, Spring Boot) U0 032
=] [of C (e (o] o ¢ C 00 C C
qp:[i’_]z ®egooo[920ooz% 0DVO6€:00000M (eoaooqlqor]ooooll

Cons (33)3§é8q|¢'f) - The Price of Reuse)

ARGPUD LLI?O?Glooo em’_)cczzeoeo;) Dependency Hell $ Supply Chain Risk ();_)L) 20090003
61(5]605”

. c

® [ eft-pad Incident: JOO@ 02$200 NPM &0 1eft-pad
. [ O ocC ¢ cC O C N o]
library 6002 020300 QCECOD OO0 335:]0?

Netflix 3201320C ME>E200I:0 Project 603 Build Fail [gomsolodwd

N (of ~
D me@;cz 6§,60:0)
“Ole o

o

-Co |—80

O (e ~
?Lcjz 6€)2000:0) Facebook,

o]

® Security Vulnerability: Log4j [gooacpo?%m Java System GUJ’SGO’JSQ:]P:(:]PS Security
C C C O C o N\ . [ [ o C C
Gof]mo?ﬁs@or]oooou galCeter o) Library & saeof]mo']elc 0DV System ol s0lod
00l

Component-Based Development (CBD)
o (o] o \ . C cC e O =] C
Lego 0256005607 3:)0003(\?6]0" Function 02039|Cs00) Q050§ Component (e.g.,
. \ 2] C C o
PaymentComponent, LoginModal) 60 306$$, 6§ Lq? @?&)(TJO?OO’J’JO']II

. . . 0 N 9 o O A
Microservices Architecture EI?OOO CBD 61 33@20)’.)8 LL)QO']OII

26).9) Version Management and Release Planning

Version Management (SemVer)

. C o [ (o] . . .
Software Version 00009323] vi.0 03 609PADELEAS ©§UIID:N Semantic Versioning
cC O cocC o C
(SemVer) 05003 329652000C: adz[0g0lonud

Format: Major.Minor.Patch (e.g., 1.5.2)
1. Major (Breaking Change): 1.x.x -> 2.0.0

c c o c o C o o o c o C o N
API C{BGLD’DCZGUE? L([I(DC\?(DC\%I 3’]?80300 C\?ZO (BO)GB’.)CSOQ’D%C\B saeuncga?ze§og QI?

603 Error 000&C0) 326(g32654|:01I
p 1ror > 2 q?q“oo
I. Minor (New Feature): 1.5.x -> 1.6.0

C C C C o ~ [of
Feature 32000 Olaonooudil 3le0ew) 3260 C2ad:650) 3603 008 B[O (Backward
Compatible)l

1. Patch (Bug Fix): 1.5.2 -> 1.5.3

N ¢ O C (o
Code 0965076002607 @CC\'L)OOOJ’JII Feature 32000 eo']oRzu



Release Strategies
e 0 . C ¢ OO N
User DM Version 32200 30O YOOI

o C C C o
¢ Blue/Green Deployment: Server | 9 0023000000001 326UC: (Blue) 02 Run 0od¢
C [ [¢] C [% [¢] 2]
§Csl 32000 (Green) M 6203 OL:ll zraeoce[geﬁ Traffic 09 Blue 006§ Green <0

qj(ﬁqu:: QO (Switch) 0300l Downtime eé’]oozu Rollback C\)(Selooo VOO
O L I I L o

® Canary Release: 9C:09C:a0 CDMNEQV: (Canary) 326C 000010 User 900 &0
0N (5%) MO Version 32000 32 660°05°@ 50000l 3’38066@6 SO
9 (5%) > ersion q 2008|0322 0 03|$92 £9)

c o c . (S \
GOJD('D(T.E 30MeL:0MII Risk 33?88&?3(5]0"



328%8 96 :: Performance and Scalability

yad

. . C (% [of C o o N\ C
Software &1 functional requirement gP¢ 9$MNFTD Z2CDVCA0VEIDVMI WOIGPLZ20PMN

C [ o [ C c(oc o . [o]
cqlc[gf,eooo org[gzﬁf (fast response) $C oog@eeoao :33@03033@[ (stable experience) 20
eozogéz%éq%ejﬁmé: 39(\3%396613@3&3éu Performance Engineering s‘c}ooé?o

C

[¢] [ ocC C o o] C C C C o O
software &) performance 0 ®$00DM| 03C:0m[gCsl 92:200(gCa1 §C [§GO0C[gC2030)
(o} C . . g C C
[Qlc?ooog discipline [Qoxnop_‘au



C

eqe o o C o] C [o]
Scalability SDA0POED user load Q00 data OO 093(\)3&)@339'] system 00 QO
(o] C
)

c c
OO@II

(o] oC cocC o
workload 0? 6ODDCIYEM o?c%)w§cgez @

96.5 Performance Requirements and Benchmarking

[e) C C C [e) [e) (of (of C
Performancs 0 e@nq:: "@c?ele;)a" C\%oe(())ao?oqj e@:}\% ?qo']ogalmooowef\x)ooO@FQ
G001 DWOEFEPED Bc?qefocﬁ oM oooooqlcqj eSteaT3le dlocatl() C\)o']oooou 3']0? Non-

functional Requirement 336§$ o?cgoo:)meloo 0CU):§ eoo§ ooooeooqo']eoou

oC e .
D60 0DC0MNL0 (Key Metrics)

Latency (Response Time)

O O ¢ ¢

Request 0009 GOOM§C 900060 (MPe 326(4 [4§§2005 300l sleven) Average

N c O
O @@C\B 661(5':7'3'_0"

(o] C C [o] C O O
RUED - "p95 Latency < 200ms" QQ 200009006 olooudi SDAVODM Request 000 &

o

[ -
[ -

£9) 900 200ms 63200 (< 200ms) [§OEUOA) B30V (p95 = 95th Percentile)n

L
Average 00 §éze§eoeo§ ooq]’lo User 60960 zaqéz@)e§mqjl e@oaezaoc p95, p99
eogo% @éqoooo']u
09C2:07m0 32alencoad: S 5] @306 3237$ ozl User 30 326 (YS[QCBOS 20
L ° s 1 8° crver € s ql‘? ol USCr GP "? P o ql‘?
(o] O O N (o )Ne] o] C
(End-to-End) cons @300 030303]03) 3(gp: 93§ cdclonudi

Throughput

c e 0C N
3’3%]8?00«:?0)0)0)3 (806’) ) (DOO«%) 3200 C System (D 3’2(00 O’JODGC\)’)OO 8«%COOC\)

&303)0’.]"

Unit Elep) 336§$°RPS (Requests Per Second) O%@O?US TPS (Transactions Per Second) §
03C20060 §oloowdi

C C

0B - "Server M 0DOOMSM Request 2000 (1000 RPS) comASEQe0d" adomq(|:oll
B 9 ll
™M le L L L

o

Error Rate
(o C (o . (o ~ [o]
Request 000 C\'DGlC CDOO‘JS(DS"] Fail @(DC\) 8(?0330']”

) c c o c . c. 0 c
Fail (00000 a3epeD 5xx Errors (Server 0000 ¢2:000)1 Timeouts ((03pag$:00 [§od

N . e C O 0 C C C C C
a32:07) § Rate Limits (4P30g§:00 000§|0%) 603 32008 0lo&olonudi User o000m
o o o] lo o L
N o C C [ % o O C
QJ:".)SO? 4xx Errors 6080?603? Error 3?@@ OO@OQOO@C\)’J@I eUg(DOfIJLSC\D’J: SL?OO’J (@p]G0)

L o |Io

SLO (Service Level Objective) GOTQ@OOé@S 8:1):@0’3610']605"



o')obcx"? 006D

. [0} o C ) C C C OoC N
Benchmarking SD03000602) M0) System §), Q9§ saegsaec?ejn 92006 M $CAO
o] . [ C co C (o} C . e 0 o o
300 Baseline 0003 2000000¢ 90303@203000330330% Environment 0320 Q30!

C C s C C (e
System 00 ©0§|C: (Cold start) €2 653000000 320000 Warm-up C\?o@s

-C

|—80
(@)}
&

oO')
S,

c
(0n]00]]

Load Testing 160%) 00§ 00d6§03] User 0eda (Expected Load) 60000 000§ C S8C

C O o] C [of
Q0 §o§ 062000000l
. c N o co ® ) o
Stress Testing 00602 System (|02922:003200 0O6C Lozaozeog[(__]g Break Point 0D §POD
ol 90056000M5 S§CaS 25gCagul
. o ¢, 9 i c o e
Soak;restmg SoleanleNlosk ﬂo'lea)o:)owu DMEON 321@9[_9 (goe:); JS qpcq) Run
co02(G26077 Memory Leak [§06(gd1 Resource 603 (pdecononzau: s00m 00650207
ol Apache JMeter C\cé Tool bﬁl&i@é:&){)‘%écﬂmcﬁll

:)@J Performance Analysis and Profiling

Performance [goaogp e]c 2000 eoqc Gaqcao oowe§q3m @3&?(\) Solean saelc qoqo']
oI 3’]00 Bottleneck (omc C\)@OC ) epooooco 3 ealulonddi ococ m@oco que cs

qc N Eles P05 qPiqp: CIg(DC\B 86100C\?I System ?’JC\)@o ooo)e§epm @oeq?

qC 031$07 65§p60R0] Q36 5:65$00050l0DWON

Pareto Principle (80/20 Rule) 32§ 8[9’361616 @’)qj)%él »0% 0D Code él JO% 6QDMM
N C (of O O (=] (of (o] (o]

O E(]@eo)oo’.) qutﬂoooou 500000 Code saqu@g @co)ep ec\?o']o]JLzu 30M @JG@
0} 390D (Critical Part) 03 gp60900 cS0loowdl

C C PR C ° C
316@)9 ealbel-2Np) @3&') 00§ 6320C Profiler Tools 603 :1?861(5]0)00” Profiler 0 Code
o) C N . C C © . C C S
i Run G§GLC°§°Func(t)10n b9 a6 o0 SJPU TlmeoCZJ()OG(\:’JO’J@)C\)I Memory
DVOEODM®IECD DO 3200320 o?czoo’)eo&%co']moou

o C C C C \ C C C N
Developer 00 o?cxgooc@cqjoo (Guesswork) iecoﬁpme@cwgor]:?gu Profiler 0 [90?

Data 0 [1395(G2e 320$000Wd [13p6509 656pM [§Ca0C (Optimize) CYOEOlodWdN
DGQ Performance Optimization Techniques

Code 6§20 325] 900607 003002

Algorithmic Optimization

. c c c o 00 ¢ .
Algorithm 6§33]009 ©2:0QCs|qCe Performance GB(I)S(TJ&)‘J()’]OII
o IL 1] 0 L L L



C C

o (o] 0o © [of C C o] o
RU©D - Data 32002 O 20§:0) ©F|CODWO (Sort C\?oqjcoooa) a?o']ogu

o o c O C . . C s [ C
® Bubble Sort 02 QP:WODEC Time Complexity 00 O(n?) @0309330800 3230000§
ocC Cc
[rgpag:cladoeddn
o [of “ o o c O (o] \ N [of
® Merge Sort eelSales) Quick Sort 02 2VELODEC O(n log n) O @’)00330900 3423

[65: 8[G50loncS

sle[o3pC M0d66:20) Code M Loop 603 9000$0000 (§96505 (Nested Loops)i Big O

. C C . O s o] ocC o [ C
Notation 32§ 0006 M Complexity § 0O PO Developer 0DC: OO(IDS&)C;O']OOLDII

—

Asynchronous Operations
. C N . C (o] o C s
I/O Operation 60Q @0309 File wo>0mI Network (API) ealom eom CPU 02 QU300
cCoC o C C
600C3 200080000 (4deo0lonudi

Code (7% Asynchronous (Non-blocking 1/0) 06 G@Déz
zaqﬁéjao CPU 00 32000 0650 00@38 Request 603

C c o ¢ C N
MLWRECI /O 6o0C6$0D

~3o-Qo

c 0C c
C\?OGOS%CUQ 3308(7)

Throughput UJCISC\D’J()’]C\%QEQUSII

c

0 [+ cC O [ C © oC
oam@leﬁ: Async QQOQMQY Task 00033|CL0q), @Dqﬁ (Latency) 6Q0QP0g2:00

(o]
L
C cCfo ¢C C COC C [
eugooo’]o*i%zu ooo)b[&?oo QOUSCO) 3260326093 (Concurrency) 6N CICOI0D

)

C

Q00 OSO’]UJOSII Memor GOT(—D UJ(TS (YS 0D (CPU Bound 3’3(\)660)38 &GUJ)
Y GOIED 3M{ M 9; PS03 HYCEO%:

c c
Async C\)OC\)@g 6@)8(5]3)8"
L IL IL

Resource Pooling

. [ . . O Ce N [ %
Database Connection 9C0260QM0 "Expensive Operation” (®6100[?£}809 33030) clen) @0)0']
C C [¢] . . C [¢] ocC C
o20OIl TCP Handshake 090§ 0m031 Authentication 000602030 323§(3p0loowdn
[of . o ¢ O ¢c o ¢ o [SERY C (e .
cﬂe@)g Connection 609 3CWICW YCVNM VOICVM VAIVV (39[93:1:733 Connection
o ocC C

o . c N c @ 0 € ° e C (¢
0™ Connection Pool 00090060 C)OG%(ID%BS AQO32000 3’3%]:? 0OD0:l [93610 @?@@
o 1l L 1 L ° IL L o

(e) C [ C
CoD20m4[: ©00ECOlaDWoN

389 Scalability Patterns (Horizontal vs. Vertical Scaling)
C oC [of \ 0 cC O C S
User 609 P2aonqC Server SCE00ED 00l 333323 200503 e@qcsemu
o L o] L IL L 1
Vertical Scaling (Scaling Up)
Q)(YS% Server 6\1 Hardware (CPU, RAM, SSD) Of% 333:){:@@:0’)‘)0']"

c c o c_c c 0 c
L 33')8&)')3]0’)2 020 Code ? [gC(DGP GC\?Or]CTIJLSII QJOOQJCS C\?OC\% 61010300”



® 3025008q)M: Hardware 02 32006320000 (Physical Limit) §0looodn Server 000)s
C C C C (o [ (o o C ocC (o . .
o002 (003320905 QMDA C B§O0D: §Oag:SC0lodwd (Single Point of

Failure)n

Horizontal Scaling (Scaling Out)

S 320926 (7300°[§°L d 9] 25200 §20:000:0l1 S 00030709200 A0V
crver Lo 61 7 |.° o L.Oa ~/LI |.° < ?80 ° crver |.° 80 { s

o

° [N c o ¢ f‘I
30003 Q C\?SGC\)’)O’J §[98 C\?OC\?O’JO’J)O Il

(o o o [o] C [of (o] [o] ~ O C . (of (% C
® 30:2:3|M: (Y3020 FMEIV L 02,0 §olodud Fail [gogCopd:
o[gps Server 609 §6509320300 ©§0 €020l (High Availability)i Cloud 6305
& 3la3 & 30d2qprolonudn
1 L L L

(o C o O o C [¢] o O . .
® 3N M: Load Balancer 3@ CRQDLWI Database 60200 Q|Vs® (Distributed

System) ®© 260 §O600:SCOlonLd
ystem) 29 §O6a0:SCO [

Horizontal Scaling (Scaling Out)

Server 1

Vertical Scaling (Scaling Up)

Client Server 2 Server (Small) > Server (Big)

Load Balancer

Server 3

:)GGJ Caching Strategies

IL
c C oc o ¢ o ¢ oc
00032001 QR&]_(_\;’)LDUQ G?GT) (RAM) QJJJ 20O ODGSOO’)S(IDO']II 13’]&?610 Data C\'LJQJC(IL)CS

. o % N o [ b
Caching 5002 e@')em Q036§6/0) Data 600 LI§2MO) 656p (Database) M VI
[¢] [ o (o] (o C
Database 00 02230002 GSW(DG?(DGTD [Slavi~{esnlav; 0[9:?()’]0)()3"
L o o L o oL

Caching Flow (Cache-Aside Pattern)

63000l Di o€ Application 2000 data 033|C2029323] Cache O 326 CO0650:0
iagram O3 pI:J ication 20pd fa 23|C0R ache 03 32§ e
(Cache Hit vs Cache Miss) 22 Booooozoo@u



Client Application Cache Database

Request Data (ID: 101)

\ 4

Get Data (ID: 101)

alt [Cache Hit (Data exists)]

Return Data

[Cache Miss (Data not found)]

Not Found

Query Data (ID: 101)

\4

Return Result

Return Response

OG.S.D Cache Write Strategies

C C C ~ O cC O C ~ (o] . [e}Ne] o
Data 320000CQ0§C Cache 000D D2UOQY COPYEQD SO elfo']s (Policy) Qo060 C\?o']
C
ealo0]]!
1. Write-through

Data C\DGl& Cache Oé(T%C\)é OOéOOOSI Database OO(Y%C\)é ooogar]ooé: (Synchronous)

C C
CD@O'IOJ(X)II
[+ (o . ¢ O ¢C o N C ~
o 60N C:q|M: Data Consistency 320000 o)ODsuq&?zO']II Cache ol slavlos} 3’3@ Data

c o c
32000 § G%QQ)II



o

(o o C o . oc. O (of
® 03q|M: 6HEP | IQVE QVNDGEE$§ Q) Write Latency (esloqﬁ) 9@30']0000u

Client App Cache DB

Write Data

»
Ll

Update both Cache & DB

Save Data
Save Data
o >
Success

Acknowledge Write

Client App Cache DB

2. Write-around
Database 00030 030§D a3 OlooudI Cache () 6PN [§§3:8|COP
aicase i L 6I] @ L Cace i (qPo°C c? Lqu 5
32q|$M|9 Database gal=2" 0‘.?[93 Cache c® eofey) (Lazy Load) olooudi
(o C (of o ~ ~ C
® GOMC:|M: SWIW @§ea?:og Data 603 Cache 0O 66PDECX26020:1 Cache
o (% C
Memory S$EP P0MADOWII
® D:3)m: 00g|C: 63l0) 32| Cache Miss [§0[Gs Database 0 a30:07§ 09 320D
(% C C
0E063lMe0) [0pulewd



Client App Cache DB

Write Data
Update DB only (Bypass Cache)
Save Data
Success
S — o
Acknowledge Write

Later, when reading data...

Read Data

Get Data

0
A\ 4

Miss (Not Found)

Get Data

©
\4

Return Data

Save Data (Lazy Load)

o
A\ 4

Return Data

Client App Cache DB

3. Write-back (Write-behind)

v O C ¢ O C [e) C C (o] (o]
3loneom Cache OO 32C ooemoooooo']n User 03 )m3)Ce 3960 Eﬁe@pm
o L [ L L |. L
(of (=] (of (of ~ O O ¢
00 WIII Lujgeja 6§200MQUOME§ (Asynchronous) Database colosav]ealeofes Somali

(o (o . C (o C (=] N (o]
° srmcsqlm: Write Performance zaslezemczo']moau User 00 Database E.]OOS?(I)
(o (o]
G‘D’)COZG@DGT) GC\?O’]O’I.EOII



o a%:q_]cf): Database 0O eeepo%e& Cache Server (ﬂ(ﬁ&g’):q& Data eqp(f)ag)z%éo']

00Wd (Data Loss Risk)ll

Client App Cache DB

Write Data

\4

Update Cache only

Save Data (Dirty)

®
\4

Success (Fast Response)

Asynchronously...

loo [Background Sync]

Flush Dirty Data

A\ 4

Success

Client App Cache DB

OGSJ Entity Caching vs. Query Caching

N\

sloncopds 3266:(3:0l000ON 9003 Cache YOS 60N

1. Entity Caching (ID §, a%&:@f::)

User 09036009(53”638 ID 05

o

S620m4|je0li user:101 25(Gs Key-Value s, 03620000

C
(0n]00]]
d C C \ 0 C o
User Update QOOEC 323 Key 1) 900DI5 9| C\? 61C 61[9" G]C 30000l Manage C\)()GlOO’J

(od C
c\goao']oooan
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